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SHA256

File name

HERS 4% 28 - HAT

total

1b87ed9b1cfi0785e2595da480339af7338h0eb4530fe362b9997301a10d6e46

Jieke-141531-2015092 apk

Detection ratio: ~ 15/53

Analysis date: 2015-12-30 05:33:43 UTC ( 1 year, 11 months ago )

= Analysis

Antivirus
Ad-Aware
AhnLab-V3
Arcabit

AVG
BitDefender
Drweb
Emsisoft
ESET-NOD32

F-Secure

@ File detail @ Additional information @ Comments o ) Votes

Result

Android Adware. SnowFox A

Android-PUP/Snofox. 11cd4

Android Adware.SnowFox A

Android/Deng QQE

Android. Adware.SnowFox. A

Android Backdoor. 176 origin

Android Adware.SnowFox A (B)

a variant of Android/Xinyinhe N potentially unwanted

Android.Adware.SnowFox
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Update

20151224
20151229
20151230
20151230
20151230
20151229
20151230
20151230

20151230

E
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1. NEIMNELR |, BfEIR(dst port)&8088, 18001, 18088HEF
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2. HEREELUTNEE
POST
/sdk/api/
Expect: 100-continue

3. HERNBSABIELSE: User-Agent
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M iireshark - Follow TCP Stream (tcp.stream eq 0) - 140_112_196_226_packet

POST /sdk/api/checklib HTTP/1.1
Content-Length: 1131

Host: ea.snowfox.112gs.com: 18888
Connection: Keep-Alive

Expect: 188-continue

‘ Wireshark - Follow TCP Stream (tcp.stream eq 09 - 140_119_147_147_packet

POST /sdk/apifchecklib HTTP/1.1
Content-Length: 1886

Host: ea.snowfox.l1l2gs.com: 18088
Connection: Keep-Alive

Expect: 188-continue

M \Vireshark - Follow TCP Stream (tcp.stream eq 0) - request_1512004473

POST /sdk/api/checklib HTTP/1.1
Content-Length: 1854

Host: ea.snowfox.112gs.com:18088
Connection: Keep-Alive

Expect: 188-continue
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» AgHfE: ea.snowfox.112gs.com

» IP: 35.162.109.206

» AL IPHYNAL B BT 551K

» FEEZ 4R HEE A Virustotal »

Geolocation data from IP2Location (Product: DB6, updated on 2017-11-1)

IP Address Country Region City
35.162.109.206 United States i Oregon Portland
ISP Organization Latitude Longitude
Amazon.com Inc. Not Available 45,5234 -122.6762

/2 PR AR e

il total

URL hitp:/fea.snowfox.112gs.com/
Detection ratio: 0766
Analysis date 2017-11-30 06:23:35 UTC ( 0 minutes ago )

= Analysis O Additional information

URL Scanner
ADMINUSLabs
AegisLab WebGuard
AlienVault
Antiy-AVL

Avira (no cloud)
Baidu-International
BitDefender

Blueliv

C-SIRT

® Comments

Result

Clean site

Clean site

Clean site

Clean site

Clean site

Clean site

Clean site

Clean site

Clean site

) Votes

®0©0
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& c @ easnowfox.112gs.com o @ o

Hello Server for Netty: 16034

HE.: Hello Server for Netty: 16081
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(W [tcp.stream eq 0 [X] | Expression- +
Yo Time Soure scpot  Destination dstport  Pmotcol  Lengh Info
1 ©.600000 192.168.1.54 6358 35.162.109.286 8e TCP 66 6358 + 80 [SYN] Seq=0 Win=64248 Len=0 MSS=1468 WS=256 ..
2 9.162481 35.162.109.206 80 192.168.1.54 6350 TCP 66 80 » 6350 [SYN, ACK] Seq=0 Ack=1 Win=26883 Len=0 MSS=1..
3 8.162587 192.168.1.54 6356 35.162.1089.206 80 TCP 54 6350 + 8@ [ACK] Seq=1 Ack=1 Win=65536 Len=-8
4 0.162800 192.168.1.54 6358 35.162.109.206 8@ HTTP 431 GET / HTTP/1.1
58.325378 35.162.109.286 80 192.168.1.54 6350 TCP 60 88 » 6350 [ACK] Seg=1 Ack=378 Win=28032 Len=0
6 ©.325402 35.162.109.206 8@ 192.168.1.54 6350 HTTP 234 HTTP/1.1 208 OK (text/plain)
7 ©.325417 35.162.189.206 80 192.168.1.54 6350 TCP 60 80 + 6358 [FIN, ACK] Seq=181 Ack=378 Win-28032 Len=8
8 8.325467 192.168.1.54 6358 35.162.189.206 8@ TCP 54 6350 + 80 [ACK] Seq=378 Ack=182 Win=65280 Len=0
9 8.325743 192.168.1.54 6358 35.162.109.286 8@ TCP 54 6350 ~ 80 [FIN, ACK] Seq=378 Ack=182 Win=65288 Len=0
10 0.487451 35.162.189.286 80 192.168.1.54 6350 TCP 60 88 + 6350 [ACK] Seq=182 Ack=379 Win=28832 Len=0

M Wireshark - Follow TCP Stream (tcp stream eq 0) - wireshark_AC653477-709D-4A86-9289-E0CTC. - ] X

GET / HTTP/1.1

Host: ea.snowfox.112gs.com

User-Agent: Mozilla/5.8 (Windows NT 18.0; Winéd; x64; rv:57.8) Gecko/28108181
Firefox/57.8

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,%*/%;q=0.8
Accept-Language: zh-TW,zh;q=0.8,en-US;g=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: keep-alive

Frame 18: 6@ bytes on wire (480 bits), 6@ bytes captured (48@ bits) on interface @

Ethernet II, Src: JuniperN_ba:49:8b (84:18:88:ba:49:8b), Dst: Dell_d9:79:b8 (48:4d:7e:d9:79:b8)
Internet Protocol Version 4, Src: 35.162.109.206, Dst: 192.168.1.54

Transmission Control Protocol, Src Port: 88, Dst Port: 6358, Seq: 182, Ack: 379, Len: @

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=8

HTTP/1.1 208 0K
Server: nginx
Date: Thu, 38 Nov 2017 86:50:39 GMT

6000 48 4d 7e d9 79 b8 84 18 88 ba 49 @b @8 60 45 80  HM~.y. ..
6016 ©0 28 be 4b 40 8@ 2d 86 3c 36 23 a2 6d ce cB a8 (K@ -.
6020 @1 36 8@ 50 18 ce fb 2d fe 63 5c 85 f3 B8a 50 18 .6.P
6830 00 db 8 ea 0O 0@ 00 00 GO 00 00 00 -

Content-Type: text/plain; charset=UTF-8
Content-Length: 29
Connection: close

Hello Server for Netty: 16082

Frame (frame), 80 bytes

ot phis) 3 server

Entire conversation (557 bytes) -

Show and save datass [ASCH Stream
Find. | [ Fndnem |
Filler Out ThisStream| | Paint Save asr Beck Closs Help
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» https://www.bitsighttech.com/blog/androidbauts-
advertising-with-a-bit-more-than-expected

» https://dotblogs.com.tw/marcus| | 6/archive/2011/05/29/26
428.aspx

» https://www.virustotal.com/en/url/cf5a4ale76769e4d52c4
8fa8bda5fa5ab098d58 I b1b543860024a62ala5d56a3/analy
sis/1512023015/

» https://www.virustotal.com/en/file/1b97ed9b|cf0785e259
5da480339af7338fb0eb4539fe362b9997301a10d6e46/anal
ysis/ 1451453623/
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https://www.virustotal.com/en/file/1b97ed9b1cf0785e2595da480339af7338fb0eb4539fe362b9997301a10d6e46/analysis/1451453623/

