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Dear HiE,

1. IP[iRE » fEIPS L7 - ;gL B0 HARIPEERIRERIATERYIP - EERFIVHRIZ BT BIRIPERT?
LB AAARIEE B AR IPAERD

2. B EFREE T@PSJ:E@JEI’J*EEU BERESERETE ﬁﬁ%’é » BRI R &
ficfEsnort rule » HERF& FFISEHFRIRIE RS

alert tcp $HOME_NET any -> $SEXTERNAL_NET 6200 (msg MALWARE-CNC Andr Tropn Conwr variant outbound connection detected”; flow:to_serverestablished;|
content:"/coll ; fast_pattern:only; content:" "diff="; nocase; content: =", nocase; metadata:impact_flag
e -Ips drop, WKY mﬂfY' .

\ ot //

POST /collect?ts=1459318632000&ver=25483557&diff=1989&hash=00850463526 HTTP/1.1
Content-Length: 480

Content-Type: application/octet-stream

Charset: UTF-8

User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0.1; Redmi Note 3 MIUI/V8.1.1.0.MHOMIDI)
Host: 123.56.205.151:6280

Connection: Keep-Alive

Accept-Encoding: gzip

; classtype:trojan-activity; sid:44554;
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IPS_E B9 e Ea45l-1 (dst port 6280)

M puchatpeap - o x
Fia Edit View Go Captse Anshyre Sutistis Telophony \Veeew Took Help
ABj9 iSRB SssETASEAQan

W B ] o+
¥o Tuow Io_-_n o poat Destiwtion. J' dgpont Y Poweel  Leygh  ldfo o - o N o
1 0.600000 148.129.7.154 56339 1.201.143.134 \ 6289/ NTTP 837 P0ST Jeollect its-1511483591000kver-210578Ad1 ¢ -1268hashe 06878236239 NITP/1.1  (application/octet-stroan)
‘\ l' = B e "

~—

¢ Frame 1: 837 bytes on wire (6695 bits), 8§37 bytes captured (6696 bits)
. Ethesnet IT, Sec: Cisco_30:70:32 (79:e4:22:30:7d:32), Dst: Cisco_31:d3:51 (78:44:22:31:03:51)
© 882.1Q Virtual LAN, PRI: 8, DEI: B, ID: 181

¢ Internet Protocol Version 4, Src: 140.129.7.154, Dst: 1.201,143.134

¢+ Transalssion Control Protocol, Sre Porti 56339, Dst Port: 6280, Seq: 1, Ack: 1, Len: 779

BOO0 7@ ek 22 3143 51 70 o4 22 30 76 32 81 03 09 65 p."1.Qp. "B}2... -
U0 BB 00 45 86 @3 33 2¢ 39 40 00 7b 96 a9 21 Bc B1  ..E..3.9 @.(..1..

W0 979381 c3BF860c 13 I8 B3 B0 DL I F2 W 26 ..ieeirs camainB

OUM 2c 2c S0 18 81 08 Bc b2 00 €0 508 4f 53 SA 202  ,,P._... ..POST /

0040 63 6F 6c bc 65 63 78 3F 74 73 34 31 35 31 31 34 collect? ts~15114

SULG 38033 39 39 31 38 30 38 26 76 B5 72 30 32 31 30 93991000 Sver~218

W80 3537 38 26 64 69 66 66 3d 31 32 35 26 68 61 73 57BRJiff =125Ghas Y
@7 it | Packets 1 Disphayed 1 100.08) - Lowd tive 000 | Protle: Dafyak
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M Vireshark - Follow TCP Stream (tcp.stream eq 0) - packet - O >
1 2. 3. 4. 5.

POST [/collectpfts15114039910008ver—105788d1Ff 1 258hash-p@870236239 HTTP/1.1

Content-Length: 488

Content-Type: application/octet-stream

Charset: UTF-8

User-Agent: Dalvik/2.1.8 (Linux; U; Android 5.1.1; m2 Build/LMY48Z)

Host: 1.201.143.134:6280

Connection: Keep-Alive

Accept-Encoding: gzip
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Facker L. 1 clienr plrish 0 server s, O rerniz) Click ro selecr,

|Enti1'e converstion (779 bytes) - | Showe and save data az Stream
Find: | | [ Find Hest |
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IPS_E B EF 21 &R 451-2 (dst port 6280)

Ml packet (1) pea - ja} x
RkE&VmGoCam-MuWTW\Mu Toos Helo

AR 8 SRR Qe»STIZEQ/QQD
W [453ly » i tilee - <Thi)

So. Tarme ax part Destaiacs.
1 0.000080 m.urm.m 49568 123.56. 205,151 |

’ rr-u 1: m bytes on wire (57u bits), m Dytti captured (G‘Iu alu) ~
' Ethornet II, Src: Clsco 30:74:32 (79:04:22:39:7d:32), Dst: Cisco_31:d%:51 (PB:ed:22:31:d5:51)

» B92.10 Virtual LAN, PRI{ O, DEX: 8, ID: 101

+ Internet Protocel Version 4, Sec: 188,131 171,118, Dev: 123,.56.20%.151

» Transaission Control Protocol, Src Port: 4’568‘ Dst Port: 6288, Seq: 1, Ack: ti Len: 785 <
GO0 7B ed 22 31 dY 51 70 o4 22 30 7d 32 81 00 03 65 p."1.Qo. 9}2...e ~
G010 86 G2 4590 03 39 76 Se 40 00 7b 96 B5 97 8¢ 83 ..E.. 9" §.{..... LU
W0 ab 75 7o 3B cd 97 c a0 18 B8 74 37 cd Se <l a2 _w{B.... ...7.%..

Q000 82 44 50 18 00 fF 81 91 ©OF B9 50 4F 53 54 28 2F  ..P...., ..POST /

A0 63 6F Bc 6c 65 63 74 A 74 73 3d 31 38 31 31 39 collect? tee15119

G058 33 38 39 39 36 30 30 38 26 76 65 72 3d 38 37 30 43906000 Aver-8570

OOL0 33 30 33 26 62 69 66 66 34 31 34 35 36 26 68 61  403Bd1F{ =14564ha °
@ 7 peheil) || Packats 1 1 Diglioed | (190043 - Lond trw 0000 | Footin Defusk
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IPS_E R E E1ERHI-2 (F
&)

M \iireshark - Fallow TCP Stream (tcp.stream eq 0) - packet (1) — O it
1 2 2 4 5

POST |/collectPlts=15119489060008ver-8704038diff=114568hash=02017829714 HTTP/1.1

Content-Length: 488

Content-Type: applicationfoctet-stream

Charset: UTF-8

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.2; XT1852 Build/KOT49H)

Host: 123.56.285.151:6280

Connection: Keep-Alive

Accept-Encoding: gzip

B
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1§ clfent phisd O server phtis) 0 rumis)

|En1:i:re conversation (785 btes) - | Show and save data az Strean
Find - | | | Find Nesxt |
Filier Out This Steam| | Print || Savess= | | Back || Clos | Help
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OS: Windows 10 Pro (1703kR)
Andrmd*ﬁﬁ?%ﬁ BlueStacks 3
B E R EFRIZEE 1.8.9 (GELINERRA)

iﬂl. n_tH#FEﬁ %’JS fi
BIELREAYIP: 192.168.1.2 (£

aF
g E

#140.112.3.250)

EERIBETIAP, APEH EMIP



Filter)

N 3 7 14

M corgupeacey - o %
Fle fde View 0o Captus Amefyze Sutmor Telephary Viwlen Took help
AR 0B “RB QesBTIiTFaaas : .
[INTcgts ¢ fisdar il — Cul £ | B +
¥o T S e pon Temowion baepan Poawol  Legh Tl ;_{

12 1.510877 192,183.1.2 12667 172.217.27. 147 8@ TP 58 12637 « 28 [ACK| Seq=T11 Ack=332 MineE5792 Lan-@ [

191,531307 192,168.1.2 SA8SE 100.312.254.4 53 OnS 77 Stendand query @xb1F8 A wb bluestacks . cos

201,556453 192.163.1.2 56858 168.55.1.1 53 DNS F7 Standand quory fBLlfI A b bluestacks loe

21.1,5500% 183,95.1.,1 53 192.368.1.2 36358 DHS 160 Standard query teapomis Dxn16D A o blusstacks. tom CRAME blusstacks -wb-prod.us-mest-1 slastichbnamatall, com 4 52,52.15.981 A 54.583.2.119

2 1.562%07 192.168.1.2 12688 $2.52.15.181 ba Tce 60 12658 ~ 30 [SYN] Seqe@ WineBE240 Len= MSS<1460 NS=256 SACK_PIAM-]

3 1568842 140.112.254.4 53 192.468.1.2 5458 ONS 481 Standard query respomis 2a01F9 A Wb hluedtacks. com CRAVE BLUeS TACKS-#0-Prof.us wisT-E olastizboanatalk, com A 52.52.15.101 A 58.283.3.119 NS ma-1.

24 1, 552208 215,50, 200, 238 443 192.960.1,2 12288 LSV a5 Application Dats

5 1824 192,162,112 12284 216.30.20¢ . 244 483 0P 54 12284 ~ 443 [ACK] Seq-337 Ack=475 MIN=JSE Len=d

26 1.690887 §2.52.15.1% B9 102.168.1.2 12088 1P 06 80 « 12658 [SYN, ACK] Seg=0 Ack=l Min=26883 Lansd MSS=1060 SICK PERM=] WS=25H

27 1.658708 132.182.1.2 12688 52.52.15. 181 Ba TCr 54 12688 - 58 [ACK] Sagel Ack=l Min=53535 Lan-@

n1.60173 192,168.1.2 12688 52.52,15.181 B HTTH 185 GET fcomtun®_keymap/com, wikorr, endlessfrontisr.global, céfgiparserver=3 KTTR/1,1

BlLnen 52.52.15,1: B2 192.168.1.2 12688 TCP 5088 - 12628 [ACK] Seqel Ack=137 Win+2016@ Lo

3B 1.8J4675 52.52.15.18 BB 192.168.1.2 13688 MTTH 322 WTTP/1.1 4B4 MOT FOUMD  {taxt/Mtsl)

51 1,581 192,168.1.2 12088 52,52.15.10) o e 52 12688 - 00 [ACK] Seqe132 Ack=260 Min=05200 Len-

32 1,959761 AsustenC 95:99:7u Srosdcast ARP A2 Who has 192.168.1.1137 Tell 132.158.1.2

35 2.20204% 192.163.1.9 17687 1.39,143.13¢ £200 TCP 54 12689 « 6280 [MX] Sea=1 Ack=1 Win+66568 Lemsil

3% 2.2 192.188.1.2 12682 1,.291,143,13¢ 288 MTTR 285 BET fplugin/178/version WTTP/1.1

37 2.384689 1.201.343.134 6260 102.168.1.2 12668 7C0 06288 = 126H9 [MX] Seqel Ack=193 Min=19872 Lan-d

A8 2,28505) 1.2081.343. 134 6200 192.168.1,2 12609 1O 205 6200 - 12609 [PSN, MX] Seqel Ack+19) Min=19072 Len=211 [TCP sepment of & reassestled POUJ

3% 2.8 1.781.343.134 6280 192.168.1.2 12683 HTTH 347 KTTR/1.1 200 0K  (apalication/ectet-straas)

@ 3. 37 192.168.1.2 12609 3,291,183, 13¢ 200 TP 58 12682 - G280 [ALX] Seqe19) Ack=525 Min-6A0EE Lea=ll

41 2.353783 192,162.1.2 12689 1,201.143,134 €288 WTTH 268 GET /plugin/c/S8/armesbl-v7a/REskStal WITF/L.1

2,807 163,11 T2 239,255,055, 750 1990 S5O0 367 WOTIEY = HTTP 2

43 2, 30400 192,168.1.1 372 235.255.255.258 1508 S50¢ 373 WOTIFY * WTTP/1.1

41 2. 304035 19,1681 1 3072 239.255.355.758 1908 ssov 375 BOTIFY * KTTR/1.2 -

Frase 11 &2 bytes on wire {336 Dits), 42 bytes captured {336 bits) on interface @
Etharset I, Src: Asustokl 96:99:00 (d8:508:06:96:99:20), Det: Sreediast (FFiFFIFFFFFEFF)
' Sddress Nesolution Protocol (request)

OIS FEREFF FF 16 FT S350 €696 95 2008 05 BB 81 ,...... Piisarass
WIE G RE 06 MA00 SRS W W MBI ... | S
G 9200 90 20 DO 06 (@ 0B 81 &4 sasiiaan of

@ 7 oagm backes: 19155 - Dugirné: 19059 (10009 Lowd e 03 £33




it.l-@;'z 71N 71 Filter)

M corgu pcopny - 8 X
Fle fdt Vew o Coacts Acshoe  Sasmics Telephom  Wislesm Tock  Heb
AR08 (ZSRB A+ STiZFRagA"

Ay 17+ dishey (e — =001 3 - Boesors 4+
L3 Twe Somom - pen Deaannan Axgea Towal  Leyd  bio -
2 .07 197.168,1.1 AT 235.255,255.259 1309 3509 387 NOTIFY * NTTP/1.1 [
43 2304834 192.168,1.1 3872 239.255.255.250 1900 S5O0 279 MOTIFY * WTTR/1.1
44 2.5000% 192,168,1.1 SUT2 295, 255.255.1% 1900 s500 375 NOTIFY = Tt/
45 2304025 192.168.1.1 3972 235.255.255.20 1368 S50P 355 HOTIFY * HT7P/4.1
46 2. 386036 192.168,1.3 3072 239,255.255.299 1904 5500 37 ROTTFY * HITPAL.2
47 2.308036 192.168.1.3 T2 235.295.255.259 1900 $50° 363 NOTIFY ¥ WTTP/1.1
43 2.3048%7 192,162,1.1 W72 235.255.255.050 1998 SSOP 371 NOTIFY * WTTR/E.1
25 2. 30a0)? 192,168,311 072 299, 255.255. 29 1369 S300 371 MOTIRY * TP
0 2.37343 1.201.243.938 6268 192.163.1.2 12629 TP 290 6288 ~ 13689 [PSH, ACK) Seqm52% Ack=399 Winw20056 Lan-236 [TCP tageent of a rwassembled POU)
31 2. 00080 1.201.345.35¢ 6280 197,168.1.2 12489 TOp 151 6208 < 12680 [ALK] Seq=70) Ack=300 iin-2009% Len=1288 [TCP segment of a reassesbied P0U)
57 2.378803 1.201.143.138 6289 197,158,1.2 12635 TCP 1514 6200 ~ 12609 [ACK] Seqe2221 Gck=399 W1Ae20006 Len=1468 [TCP sepmnt of & reassessled POUJ
53 2,374604 1.201.143.434 6280 192,163.1.0 12689 1P 1514 6288 = 12680 [ACK] Sege36E1 Ack=390 Wine20096 Len=1460 [TCP sngaent of & reasiambled POU]
22,0000 1,200,345.138 6280 192,163.1.2 189 1O 1518 €200 ~ 12089 [ACK] Seqe5141 Ack~399 Wine20096 Len=1460 [YCP segeent of » resssesdied PDY]
35 2.37840) 1.281.543.138 6288 192.162,1.2 12689 TCF 1514 €288 + 12583 [ALK] Seqe6601 Ack=333 WlAw28956 Len=1458 [TCP topment of & reasosdled POU)
34 2. 370e8 1.200.143.354 6200 192.168.1,2 12689 YO0 1518 0268 < 12589 [ALC] Seq 8051 Ack=Y0) Wir=20000 Len=1468 [TCP sapment of o reassesdled POU]
57 2,3785% 192,158,1.2 12689 1.201.143,134 6288 TCF 54 12609 - 6280 [ACK] Seq=399 ACk-3521 Wine66558 Lens@
54 2.176165. 1.201.443.334 6280 192,162.1.2 12659 TP 1514 6268 + 12680 [ACK] Swq=BS2) Ack=393 Wirne20096 Len=1468 [TCP smpment of o reavsnanled 20U]
35 2.)76187 1.201.143,138 6280 192,148,1.2 12689 1P 1514 6208 - 12688 [ACK] Seqe10901 Ack=359 Win=20090 [ of ar d FOv]
€8 2.376187 1,281.843.538 6288 192,16%.1.2 12639 TOP 1518 6280 + 12689 [ALK] Segel2441 Ack=339 Wine2096 Len=1460 [T{P sopment of & rescswsdled POU)
o1 2.5 192,168,1.2 12600 1.391.34%,154 6288 1P 56 22689 < €280 [A(K] Seq=30 Ack=1390) Min=66560 Len=9
52 2,453000 1.201.1483.138 132,165.1.2 12685 TP 1518 6288 + 12505 [ACK] Seqe13901 Ack=339 Win=20896 Len=1468 [TCP sopment of a resssendled PDU]
63 2.4555%7 1.201.243.13¢ 6280 192,163.1.2 12689 TP 1514 6260 « 12680 [PSH, ALK] Seq=15361 Ack=399 Min=J0096 Lan=1450 [TCP swgaent of & resssentilec POV]
4 2,455519 1.201.185.138 6280 192,108.1.2 12689 TCP 1514 6200 - 12600 [ACK] Seqe16521 Ack=399 Win=20896 Len+1ad [TC® segment of a resssmsdled POU]
£5 2435541 1.201.343.134 6289 192,168.1.2 12689 100 1514 5280 - 12639 [ALKX] Seqe18)81 Ack=399 Wine20096 Lon~1468 [TCP sapmnt of & rastswmiled POU]
o 2.45554 1, 001.1a3.5348 6289 190,168,127 12689 100 1518 6200 « 12680 [ALK] Seqe19781 Ack=)0 Win=20006 Len=1A00 [TOP segment of a resssembled POU)
57 2.455543 1.201.143.138 6289 192,168.1.2 12589 TCP 1518 6288 - 12689 [ALK] Seqe21201 Ack=339 Win=20036 Len=1360 (TGP sepment of a ressswled POU]
€8 2.45550 1.201.843.334 6288 19).168,1.2 12489 (0 1514 6266 « 12630 [ALK] Seq=22641 Ack=200 Win=2N000 Lene1460 [T(P suguent of & ressssdled POU) =
¢+ Frame 11 42 bytes on wise (336 bits), &2 bytes captured (136 bits) on Interface 0
» Etherset IT, Sec: AsustekC 96:59:20 (dB:58:46:96:99:2u), Dex: Broadeast (Ff:#F:F5:FF:5F1F7)
Aadress Kesolution Protocol (regquest)
- SRR
a8
hore

Q7 e Dl 42 Pachets 15198 Diglond 19155 GO00% - Load b 30638 | Pretie Debei




=% filter)

M corgupeapey - 8 %
Fle Sdt Ven Oo Capare Anshze St Teleshory Wiwles Toshs Hels

AR 9 ERB G=«STiSEaqQau

[T 1= D
% Tize [ apon  Dertaton idgpe  bowmed  Logh S |
[ 736 4. 65923 192.168.1.9 1289 1. 200,163,154 6280 TOP 56 12680 « 280 [ACK] Seqe2159 Ack~BO0G Win?25760 Len~i

721 7.458681

734 7,538

192,168.1.2

192.168,1.2

12689 1,201,183, 1

12689 3,200 123,15

6288 107

6280 HTTP

1514 12689 - 6280 [PSI, ACK] 56q+2139 Ack-S0603% Wine723760 Lens1450 [TCF sepment of & resssesbled 70U

61 POST Feollect Pra=15114639910008var=6 3673581 £+ 275ARRsh=01 TRI240199 HTTP/1.1  (applicetinn/octet-strem)

728 7.663320 192.163.1.2 12639 1,201,183, 13¢ 6289 TCF 5¢ 12589 < 6289 (A0K] Seq-1626 Ack=-BILYS Win=725700 Lens8
729 8.189182 192.162.1.2 12639 1.201.143.134 6280 TCP 369 12689 + G2E0 [PSH, ACK] Seq=3626 Atk=388135 Win=7J5760 Len=315 [TCP sagment of & ressswslod PO
730 8369355 192,168.1.) 12889 1,201,183 13¢ 6ze o0 1516 32680 « 280 [F5H, ACK] Seq=3BAL SckMB)35 Win=7I5760 Len=1460 [TCP sapment of 2 resssesbrled IOU]
732 8,26%098 192.162.1.2 12589 1.201.163, 14 6289 WTTR 258 POST /collect?ts=155100399180080ar+6 36735401 17 ~14488nash~01 751200192 HTTZ/1.1 (application/octet.strose)
737 §.414386 192.162.1.3 13639 1201143, 134 6258 1P 54 12639 « 6380 [ACK] Swa=5685 Ack=BRIIES Wlae725760. Luned
L1972 19.667591  192,188.1.2 12689 1.281.161, 134 6280 TCF 5¢ 12689 ~ 288 [AK] Seq-36D5 Ack=BASIGH N1aw725760 Lene
17109 &9, 718687 192,168.1.2 12748.1.201.14) 152 [FA 5812748 « 0280 (2K] Seqel Ack~1 Win6iAal Len-d
17120 39.728012  192.163.1.2 12748 1.201.183,134 6288 WTTP BAY FOST /collect?ts=]5810030910008y hr6 35735001 F7-35 18hash=B3 781240199 WTTE/1.1 (spplicarion/octor-straam)
1718 SRITI 19216810 12748 1.201.143. 13 6388 T8 54 12743 « 6280 [ACK] Swan204 Ack=231 Rie=65792 Lune®
17437 130, 878627 197,164.1.2 12740 1,201,183, 154 G20 Wi 832 POST Frollect?t3=1311003091000yer=0367 1500111 ~1103mash=S1 181200199 HITP/L.1  (application/octet-strom)
17424 131.851337  192.168.1.2 12748 1.281.183.13¢ 6288 TLF 5¢ 12748 + 6238 [A0K] S0q~1572 ArR=S5T Win-55536 Luned
10052 192.038667  197,168.1.7 12748 1,201.143.134 280 HITP 847 POST /ecllext tan1581662091000yer-6367350d1 F£=333Rhash 817010194 HITP/1.1  (epplicatian/octet-strem)
10055 192,78902)  192,168.1.2 12748.1.201,143.15¢ G288 108 5212748 « 6280 (AK] Seq-2385 Ack=035 Win~65280 Lensi
18238 253,191358  192.168.1.3 12748 1.201.143, 134 6288 WTTP B3] POST /cellectoTs=15110039910000y 0163573501 F7-4638hash~D3 7RI2AB199 HTTR/L.1 (spplication/octet-steoam)
18283 233.386180 10016812 13748 1,201,143, 134 688 TP 54 17743 « 6280 (K] Smqe31ad AckaU2t Wine6362¢ Len=0
18537 313, 3586%  192.163.1.2 12748 1,201,143, 13¢ 6288 WITP 831 POST feollect?tsw]Si14039910004uer63573504 11 ~6uMhash <01 /01230195 MITP/1.1  (spplication/octet -stream) | )
18540 334459083 192.168.1.2 12748 1.201. 142134 6288 TOF 54 12748 + 6239 [ACK] Seq=1913 Ak=1151 MINe64765 Lonet
1RR29 375496665 197,163.1.0 12748 1, 201.143, 134 6288 HITP 847 POST /rollext a=1531407963000Gvnr=h 3673581 F£=775Khaah=5176120M%9 HITP/1.1  (applisation/octet-strwan) | — |
IBENT 375,599095.  192.168.1.2 12748 1,201,183, 10 6229 100 5212748 = G280 [20K] S0q-A71Z Ack=1381 WInw$4512 Len-0 I
19006 436.509758 192.162.1.2 13748 1.201. 142,14 6258 TP B31 POST /eellact?ne=151 14009910008 w6357 3582 L FF-8018hash=017B1248199 HTTP/L.]  (spplicationfoctist-stevan)
10000 436, 747568 192.168:1.2 12748 1,200,143, 13 o268 100 5412748 « 0280 [MK] Sna-5a8) Ack=1511 Win=E5048 Ler=0 oy

[ Frame 33: 66 bytes om wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernwt II, Sec: Adcatek( 96:93:2¢ (dB:58:96:96:99:2¢), Dst! TioncowE FO-48:38 (78:44:76:F0:08:53)

Internet Protocol Version &, Src: lﬂ.l“.l.Qi Dst: 1.291.143,134
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