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3. [b59EL W iR HBEAST Attack (Browser Exploit Against SSL/TLS Attack » HYERTAER)
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LNSS Score

CPE Lafs
Advangad Saxct
Commeon Vuinerabilities and Exposures Advan ot

Download CVE ata Feeds Request CVE 1Ds Update a CVE Entry

TOTAL CVE Entriest 100053

Printer-Friendly Vie

CVE-2011-3389 WMWJLJM;MY_DW(MD)
S Severity Rating  Fix Information « Vulnarable Software Versions « SCAP Mappings ¢ CPE Information
The SSL protocol, as used in certain configurations in Microsoft Windows and Microscelt Inteérnet Explorer, Mozilla Firefox, Google Chrome, Opera, and athér products, encrypts data by using CBC mode with chained initiazation vectors, which allows man

In-the-middle attackers to obtain plaintext HTTP headers via a blockwise chosen-boundary attack (BCBA) on an HTTPS session, In conjunction with JavaScript code that uses (1) the HTMLS WebSocket APL, {2) the Java URLConnection APL, or (3) the
Silverlight webClient APL, aka a "BEAST™ attack,
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1) http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2011-3389

2) https://docs.microsoft.com/zh-tw/security-updates/SecurityAdvisories/2011/2588513

3) https://docs.microsoft.com/zh-tw/security-updates/SecurityBulletins/2012/ms12-006
4) https://vnhacker.blogspot.tw/2011/09/beast.html
5) http://securityalley.blogspot.tw/2014/07/ssltls-beast.html
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