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B JLH 204 23930 08T |[MALWARE-CNC Win, Tacjan Muduop vaga.. [ 534 11210
5L H 204 2593BCET | MALWARECNC Win, Tacjan Muduop vads.. 534 11210
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alert tcp SHOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
( msg:"MALWARE-CNC Win.Trojan.Mudrop variant outbound connection™;
flow:to_server,established;
content:"/gcs?alpha="; fast_pattern:only; http_uri;
content:"|0D 0A|Cache-Control: no-store,no-cache|0D OA|Pragma: no-
cache|0OD OA|Connection: Keep-Alive|0D 0A OD 0A|";
content:!"Accept"; http_header;
content:!"User-Agent:"; http_header;
metadata:impact_flag red, policy balanced-ips drop, policy security-ips drop,
ruleset community, service http;
reference:url,www.virustotal.com/en/file/43c6fb02baf800b3ab3d8f35167c37dced
8ef3244691e70499a7a9243068c016/analysis/1395425759/;
classtype:trojan-activity;
sid:30260;
rev:5;)
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M packet (12)pcap [Wireshark 1.10.8 (v1.10.8-2-g52a5244 from master-1.10)] _. vi w v m
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! Filter: | tcp.stream eq 0 Expression... Clear Apply Save
Mo Time Source Destination Protocol Length Info
1 2014-08-07 12:40:19.097149 HTTP 230 GET /gcs?alpha=dw+/rivzzeoar10r

S
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9 (/9cs?alphasdw+/r1¥ZZe0ar 10rmoHKOgH7 opc8NIBFy1IIMgyPmhcGgg== HTTP/1.1
dap 1. Jump 1p. net

|I| (Cache—cControl: no-store,no-cache)

3 h Pragma: no-cache )
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Rule : alert tcp $HOME_NET any -> $EX L _MET $HTTP_PORTS (msg: "MALWARE-CNC Wi Wan.Mudrop variant outbound connection™;
flow:to_server,established; contenty{/acs salpha= } fast_pattern:only; http_uri; content: {JUD UA]Cache-Control: No-store,no-)
(CacheOD UAJPragma: no-cache[0OD OAJCORNection: Keep-Alive[0D 0OA OD DA[') content:! "Accept™; http_header; content:T"User-
i Nl §oer; metadata impact_Tlag red, policy balanced-ips drop, policy security-ips drop, ruleset community, service http;
virustotal.com/en/file/43c6fb02baf800b3ab3daf351

gent:™; hitp
reference:url 3 i 67c37dced8ef3244691e70499a7a9243068c016/analysis/1395 |

425759/; clasoWPe:trojan-activity; sid:30260; rev:s; ) | \
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