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android Genymotion
Xperia S, OS 41.1

,

o Virtual device deployment

Name of the Genymotion virtual device to create

Xperia §-4.1.1 - test|

Please check virtual device properties before launching deployment

XperiaS-4.1.1- APl 16 - 720x1280

Description Xperia 5 (4.3" 720x 1280, XHDPI) ADSP411 APl 16
System version

Mame Genymotion Phone-4.11- AP116-210
Description Genymotion Virtual Device for Phone
Android Version 411

Release date A~ —H 280443312014

“ersion number 210

Screensize F20x1280- 320dpi

Memory Size 1024 MB

Mumber of CPUs 1

Data storage capacity 32765 MB

. http://www.anzhi.com/soft 1318407.html

Android Terminal Emulator

https://play.google.com/store/apps/details?id=jackpal.androidterm&hl=zh TW

AVG AntiVirus FREE
. https://play.google.com/store/apps/details?id=com.antivirals&h-tw


http://www.anzhi.com/soft_1318407.html
https://play.google.com/store/apps/details?id=jackpal.androidterm&hl=zh_TW

Google

Google Play APK downloader APK
http://apps.evozi.com/apk-downloader/ APP  Google
Play APP  APK
B APK Downloader Discuss
Package name or Google Play URL Visit Play Store

OO Genymotion

-+

>

2

Your virtual devices
[J Nexuss-411
D MNexus5-411 - clean
[ Nexuss-4.1.1-blank
D MNexus 5-4.1.1 - test2
Q Xperia 5-4.1.1 - test?
D MNexus 5-4.1.1 - test

D MNexus S-4.1.1 - malware

[ Q Xperia S-4.1.1 - test Q

User authenticated: poyipost@gmail.com

a/apps/details?id=com.avast.android. mobilesecurity&hl=zh-tw o

Package Name: com avast android mobilesecurity

File size: 9 MB

QR Code: View

MDS5 File Hash: 7dd91c84abeddbceeaded35958acb9ds
Last Fetched: 2014-03-11 11:22:48

& Generate Download Link

X Click here fo download com.avast.android.mobilesecurity now
E]

Force Update =

About
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@ jackpal androidterm.apl
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Terminal Emulator

Android

Window 1 _

rootandroid: /

$6,103:22468
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Genymotion for personal use - Xperia S - 4 1.1 - test (7201280, 320dpi) - 192.168 56103




http://www.whois365.com/tw/about IP
74.125.203.157  Google IP

#
# ARIN WHOIS data and services are subject to the Terms of Use

# available at: https://www arin_net/whois_tou html
#

#

# The following results may also be obtained via:

# http://whois_arin_net/rest/nets;q=74.125.203.1577
showDetails=true&showARIN=false&ext=netref2

#

NetRange: 74.125.0.0 - 74.125.255 255
CIDR: 74.125.0.0/16
OriginAS:

ethName: GOOGLE
NetHandle: NET-74-125-0-0-1
Parent: NET-74-0-0-0-0
Netlype: Direct Allocation
RegDate: 2007-03-13
Updated: 2012-02-24
Ref: http://whois_arin_net/rest/net/NET-74-125-0-0-1

74.125.225.15 173.194.127.222  173.194.72.138
Google IP

APP


http://www.whois365.com/tw/about
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AVG AntiVirus FREE
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/mnt/sdcard/anzhi/download/
com.dotgears.
flappybirdshuai_1380195.apk

§F¥8 A Malware,
AL MIPR B IRZIE R,

bR BREE R

APP  AVG AntiVirus FREE
Wireshark Android Terminal
Emulator
42.62.4.133 Wireshark IP
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0 172.16.88.157
0 172.16.88.157
0

Q=1 _Ack= p=65700 L en=0 -
t HTTP/1.1 (application/x-www-form-urlencoded) ]

4 8 > d 0 ACK e
684 POST /getcCoverscreenAdLis:
o [ " 5

172.16.88.157 6 TR A 5
172.16.88.157 HTTP 415 HTTP/1.1 200 ok (application/json)

54 51178 > distinct [ACK] Seq=631 Ack=363 win=65336 Len=0

172.16.88.157 60 distinct > 51178 [ACK] Seq=363 Ack=632 win=15872 Len=0

Android

Android
APP

APP Google Google Play

APP

APP APP
APP
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http://news.cnet.com/8301-1009 3-57591042-83/mobile-malware-grows-by-614-
percent-in-last-year/
http://www.informationsecurity.com.tw/article/article_detail.aspx?aid=7547
http://www.chinatimes.com/realtimenews/20140415002833-260405
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6
%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8
FW%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%ET7%
B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%ES%B7%B1
%E8%AAYNAL

https://www.ezlawyer.com.tw/eb/eb_app.html
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http://news.cnet.com/8301-1009_3-57591042-83/mobile-malware-grows-by-614-percent-in-last-year/
http://news.cnet.com/8301-1009_3-57591042-83/mobile-malware-grows-by-614-percent-in-last-year/
http://www.informationsecurity.com.tw/article/article_detail.aspx?aid=7547
http://www.chinatimes.com/realtimenews/20140415002833-260405
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8F%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%E7%B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%E5%B7%B1%E8%AA%A4
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8F%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%E7%B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%E5%B7%B1%E8%AA%A4
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8F%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%E7%B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%E5%B7%B1%E8%AA%A4
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8F%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%E7%B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%E5%B7%B1%E8%AA%A4
http://moscoat.pixnet.net/blog/post/176915142-%E3%80%90%E5%B0%B1%E6%83%B3%E8%A9%90%E9%A8%99%E4%BD%A0%E3%80%91%E5%B0%8F%E5%BF%83%E7%B0%A1%E8%A8%8A%E8%88%87%E9%80%A3%E7%B5%90%EF%BC%8C%E5%88%A5%E8%AE%93%E8%87%AA%E5%B7%B1%E8%AA%A4

