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Shellshock f&1

Shellshock(CVE-2014-6271)24F 9/24 N\FASMEZ R 2 Fi% H E 2SR
A > MR E AR SAE - FREAEHIA bash BIRTEHAREMN FES
HYRIE - RELERES S | ATREEEBBAYEL 77 - BRAESTHEE S AYF F S 82 M2
B » 2 AP E AR A

FEIEZR Shellshock <z 5222 bash kA4 FAIFR

Bash 4.3 Patch 25
Bash 4.2 Patch 48
Bash 4.1 Patch 12
Bash 4.0 Patch 39
Bash 3.2 Patch 52
Bash 3.1 Patch 18
Bash 3.0 Patch 17
Bash 2.0.5b Patch 8
Bash 1.14.7

IR 2R B 2R &0 ] F 2 Ry ] bash AYEZE 245 » 40 > Windows Z:51]
TEELRSEA EAER R EwmE o B REEE SR TAA bash
THREMES = 74k -

KRB RAFERGA FHIFR

Red Hat Enterprise Linux
Cent OS

Ubuntu

Mac OS X

Fedora

Debian
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Ruby :
‘command’
exec ‘command’
system ‘command’
Python :
os.system(‘command’)
subprocess.call(‘command’, shell = True)
subprocess.Popen(‘command’, shell = True)
Perl :
exec(“‘command > /dev/null”);
open(SHELLSHOCK, ““| command > /dev/null”);
system(“command < /dev/null;”);
print ‘command > /dev/null’
PHP :
exec(‘command’);
system(‘command’);
mb_sand_mail();
Pl _E command #5724 455 ©
AN EMATEE A& AT 1T DHCP Z#4RET » & DHCP Server L AHVES
i NERIE S H - 2Ry Shellshock trgE%57% 4 17 5% 5 DHCP Server By 7=
T8 » 1 A% R & HBH 4R EEE DHCP Server B 1L Ry 32 2 F A%
Z2REE - BEHZIEIN BT B LSRR
CentOS
Debian
Fedora
Ubuntu
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Shellshock HyFHIZ > SZAERE#(E FIERE B BT ER (0 IO AR ERE A > SRR
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GET / HTTP/1.1
Host: 140.112.76.194
Accept-Encoding: identity

Cookie: (O :; F:)/bin/ping -c 1 104.131.0.69
referer: () 5y Is /bin/ping -c 1 104.131.0.69

User-agent: ().% 3 1 Sbin/ping -c 1 104.131.0.69

HTTP/1.1 200 oK

Date: Thu, 25 Sep 2014 23:39:19 aMT

server: Apache/2.2.4 (wWin32) PHP/5.2.3
Last-Modified: Tue, 25 Aug 2009 08:48:05 GMT
ETag: "2c-158-649531fc”

Accept-Ranges: bytes

Content-Length: 344

Content-Type: text/html

Bl HTTP 53K (H @R M HZEA T B2 R 2 A R kR -
FESTHERE YRR AES1& 7Y /bin/ping — ¢ 1 104.131.0.69 RE#H4HAT > #5UK
FE HTTP 55 KAV (EIARESHY E H ALLEs bash shell script 577 H 112 A AL F]
bash - i E.75 Shellshock J) » Hijdr ping 104.131.0.69 {i[a|#REN{E - L EEEHI
B LR SR TR A -

bR T _EEIFTEEARY ping 4f - HERREESIHETTHY A SIE SR E AR - &
AEEA LR HAR B B E T - SRR RENAE - HEEARREVEETT -

Shellshock F& Al

[EEZEEOD =PIk A DE=REREE = 3: SR AT A DEENiGR=A: S =R o N S Nt NEN b= =
Shellshock 15[ e
J7> Bash shell g7 N alfs < ¢
env x='() { :;}; echo vulnerable' bash -c "echo this is a test"

E RN YISER - AR E AT Y bash T2 T 56

kiho@localhost:~

File Edit View Terminal Help
[kiho@localhost ~]1% env x="(}) { :;}; echo vulnerable' bash -c "echo this 15 a test"

vulnerable
this is a test
[kiho@localhost ~1% |}

E R NYIEER - AR H AT A bash &R



root@kali: »
WEF) HHEE) BEV) BB(S) RiEE
c~# env x='()
S HAE
D R O BANRBEES X
is a test
L~

(T) REI(H)
{ :;}; echo vulnerable' bash -c "echo this is a test"

Shellshock &

HAIEA SRR AR ST A E A T BRSO & llE
CHYZ&A ShellShcok Jf - ATELKER N 511H5< 5% bash -
Ubuntu k¢ Debian f#5< 401 MR - fEAHEH—17RIA
apt-get update — apt-get upgrade
sudo apt-get install --only-upgrade bash (= 5 ¥ bash)
ifi Fedora Jz CentOS #Y5< 41 NFR - fE FH H A —77R[IA] ¢
yum update
yum update bash (2 5 ¥ bash)
[BE7S Mac OS X HYER (7 - AREGANRASAR T s tHESfERY Pateh Wi Z2ERTH]
Bash Update for Mavericks (OS X 10.9.5+ required) :
http://support.apple.com/kb/DL.1769
Bash update for Mountain Lion (OS X 10.8.5)
http://support.apple.com/kb/DL1768
Bash Update for Lion (OS X 10.7.5) :
http://support.apple.com/kb/DL1767
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B350 HTTE: Apache mod_cgi Besh Enviconment Vaxable Code Injection B 37217 196 -
B/ HTTE: Apache mod_cz Bach Envisnment Vasble Code Injecton 5.37.217.197 -
ZEas07 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217.197 -
3451 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217 195 -
441 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 37217199 -
340 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.196 -
40 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 37217199 -
a5 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217 195 -
ATz HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
30 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.197 -
25310 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 196 -
233230 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.197 -
a2 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
ZE219 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.197 -
158 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 196 -
25148 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.197 -
Za1a2 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
maLz HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.199 -
ZaLne HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 37217199 -
ZEa1m HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton 180,186, 121.254 -
253057 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 180,186, 121,254 -
253054 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton 180,186, 121.254 I
253051 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 37217199 -
253041 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217 195 -
253029 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 196 -
253009 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.199 -
52958 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
20T HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217 195 -
29T HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon 37217199 -
e =] HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.199 -
2915 HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
06 HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.197 -
R e HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217 195 -
e HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.199 -
RES HTTF: Apache mod_czi Bash Errvonment Wagdshle Code Mjechon B.37.217.197 -
TS HTTF: Apsche mod_czi Bash Enrmonment Wadshle Code Mjscton £.37.217.196 -
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alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"OS-OTHER Bash CGI environment variable injection attempt";
flow:to_server,established; content:"() {"; fast_pattern:only; http_header;
metadata:policy balanced-ips drop, policy security-ips drop, ruleset community,
service http; reference:cve,2014-6271; reference:cve,2014-7169;
classtype:web-application-activity; sid:31978; rev:3; )

FRATFZEEEAZE "0 { B T ERESAVERRR o et
RUFT SIS - DI — R s BIRER B - EHEEANE L TR -

Stream Content

GET /cgi-bin/load.cgi HTTP/1.1
Host: 120.127.60. 248

Accept-Encodipg: identit
User‘—,ﬁ.gent: ::}; echo “echo xbash:test”

FESTAERE R S EHPR A - R Ry m—(E kst HTTP GET
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http://devco.re/blog/2014/09/30/shellshock-CVE-2014-6271/
http://osxdaily.com/2014/09/29/0s-x-bash-update-1-0-shellshock-patch/
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