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2. DNS amplification attack(F A E) &N

Root Servers

Step 3
Question : where can |
find the IP Address of
some-webserver.com?

Not authoritative for
some-webserver.com

Step 2
Question : what is the IP
Address of some-
Webserver.com?
Please reply to Victim IP
Address
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Answer : | don’'t know
but .com Namespace
should have the answer
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User's Primary DNS Servers
(Rec;t:rsmn Allowed) Step 9

.com Namespace

Step 4

Primary DNS Server of
some-webserver.com

Some-webserver.com knows it.
Answer : Here is IP Address of
some-webserver.com.
Each reply can be amplifitd up
to factor of 73

Victim’'s Server

@ & Victim's P Address
Altacker

Ref-http://nirlog.com/2006/03/28/dns-amplification-attack/
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3. DNS amplification attack 73 #&%FR
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No. Time

« Source Destination

40 2013-11-09 23:31:17.133235
43 2013-11-09 23:31:17.150343

<

t 3 Sandia.gov: type ANY, class IN ]
T ATSWETS
# Sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
@ sandia.gov: type A, class IN, addr 132.175.81.4
# sandia.gov: type RRSIG, class IN
# sandia.gov: type TXT, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type SOA, class IN, mname taurus.sandia.gov
# sandia.gov: type RRSIG, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type NS, class IN, ns ns8.sandia.gov
# sandia.gov: type NS, class IN, ns ns2.ca.sandia.gov
# sandia.gov: type NS, class IN, ns ns9.sandia.gov
# sandia.gov: type NS, class IN, ns nsl.ca.sandia.gov
S-Additionat-records

Protocol Length Info

DNS
DNS

m

85 standard query
892 standard query

%48 IPS FTRAIZINS 438 EEFR - o 33R BARER

WEBEH WBERSKRE WHHSE domain 2 AE query $E] -

[FEFEAEAER LM EZER DNS query - H&E8J Domain name &

%" sandia.gov”

- BERERTRAY DNS BIKKE -
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4. DNS amplification attack BEiRFAZE

4. 1 Wi n d OWS D N S (ref:http.//technet microsoft. com/zh-tw/library/cc731367.aspx)

it e DNS EHWARHAKERM M - 2 DNS REAFT

B MNIMELEMRE:

Eay-—4

° iE ACL - 75 ACL 5 ERIHTEETT recursive
query ZEEE recursive query

iE ACL
1. FIRL [DNS EEE] -
2. rEXZEaEHREERPE—-TNEMR DNS @k -
us
®  DNS/#@MAH7 DNS 13Kz
3. E[B1T7] ThEEEk - BT [RB] -
4. & [NHE] Z5EEL - EZ—F[RET IP i
Ht] -
5 '[P fullt] & - W ARIE DNS FiRZRRUAERY IP
ik - SREE—F [#iE] -
6. WREBEEL—EDR  LUSERIL DNS @ik
RUARVE fihfE AR as 1P Ak -
HEWEBEBER IP AL - R8I —1 [BIR] -

sy fsE R an < B AT:

1 BRRE@SLRRFTT
2. BAN@mS B ENTER $ .

dnscmd <ServerName> /ResetlistenAddresses

[<ListenAddress> ...]

11



http://technet.microsoft.com/zh-tw/library/cc731367.aspx

FABA recursive query

1. R [DNS EEE] -

2 EEXEaMNEEREE DNS Eikas LiZ—ME
EAR - REE—T [RA] -

s

DNS/#/H DNS 184z

3. 1 [ERE] R5IRE -

4. K [ARSGER]T - EBIN [FREE] 20558 - K
®iz—T [HE=E] -

sl fsE Al an 2 B AT:
1. BRREmLRRFET

2. AN - B ENTER .

dnscmd <ServerName> /Config /NoRecursion {1|0}

12




PAE Windows AR A AL EIER A

Windows 2012

1./#El DNS Manager

& o DNS Manager

File Action View Help

e« E = Hm i 88
£ DNs Mame
b 5 WIN-VI56F3FG346 & WIN-V156F3FG346

25E DNS 1R 5/ i > &
SEEET



File Action View Help

| &

XE Gz Hm § 8c

2 DNS Mame
A W|N_ FASRCACR2AR [l (W1
I Gl

Tonfigure a DNS Server...

B [ Fo MNew Zone...
b [ Re Set Aging/Scavenging for All Zones...
>E T Scavenge Stale Resource Records
» & C )
Update Server Data Files
Clear Cache

Launch nslockup

All Tasks

View

Delete
Refresh
Export List.

| [ Properties

o

| Help

Opens the properties dialog box for the current selection.

4EE TH BFEAE
S5EFEES T2 IP o/ LEAR
6. BT ATIERR 2T H

& DNS Manager =)
File Action View Help
L q = .
went Logging
£ DNS Interfaces | | Forwarders Advanced

4§ WIN-V156F3FG346

b [ Reverse Loockup Zo
B -] Trust Points
p [ Conditional Forwarg

Select the IP addresses that will serve DMS requests, The server can
listen for DMS queries on all IP addresses defined for this computer, or

you can limit it to selected IP addresses.

Listen on:

() All IP addresses
(®) Only the following IP addresses: ]

IP address:

[] 2001:288: 1000: 1: 118F:4261:a 13:6cfd
[] fesn:: 118f:426 1:a13:6cfd
[+] 169.254.108.253

TEE ElE FEE
8 HEF I Z R

9B B

14




DNS Manager

File Action View Help

s HE XE

WIN-V156F3FG346 Properties

B

£ DNS

Debug Logging

Event Logging

Interfaces I

Forwarders |

Advanced |

Monitoring

Root Hints

4 5 WIN-V156F3FG346
> Global Logs

Server version number:

6.2

9200 (0x23f0)

p | Forward Lookup Zo /
[> 1 Reverse I._ookup Zor| eSENter options:

I+ || Trust Points

b || Conditional Forwar

[ Fail on load if bad zone data
[w Enable round robin

[v* Enable netmask ordering

v Secure cache against pollution

W Fnahle MNSSFEC validation for remate resnonses e
Name checking: |Mu|tiby'he (UTF&) v |
Load zone data on startup: |From Active Directory and registry v |

["]Enable automatic scavenging of stale records

0 day

Reset to Default

Ok || Cancel %1 Apply I|| Help |

o
%

CMD #IERZ T
1 REZHACL

ey Administrator: Windows PowerShell

Command completed succ

dminis

2. BFEEZ
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ey Administrator: Windows PowerShell

ministrator somd 169.254.108.2 ‘Config /NoRecursion {0}

¢ property NoRecursio
completed succe:

shAdministrators>

Windows 2008

LB TIIREEZS

EAESEEs |1 =181
HEE HITW BEC REE

&= 77 H

=2 5 s

o 7 DNS {=AREs ;E
B2 £ Dus R IRk 3 L AEA A B R IR G Er g R A B0 -
5 WIN-TOOPOASOVOT =
g R .
= g R ~ B EEE [ semEny _
~ fafE: BTzl oo HiEAE
e ERRAE

& DNS (A58

~ DNS {=IR2S |4 D isAREs sRed
171 TCHIP SRR AT -
~ A EikaE [ #5% DN {G1HR SR
Hi=R

BimARTE: 2APRAIT P
@ B ?"3&% 24 A P 45 fEl35ES, 2
fEfEr s, 17 i sl

Best Practices Lnalweer; %?Eﬁ@] Blest
Practices Analyzer i’%}ﬁ P TR RIEES

B EE _FA] Best Practices Analyzer 5

B PR T NRlmaEm e - [ |

£ P ERRERER: <% T 0307 REERRSE

| ENCNE

16



2 DNS 19fRe51& - #ELE> VS

1=
WRE HT0 BT REO
] :a-IEJ o= H | Ele
"E‘ %’EDNS - WIN-YOOPOASDYOT
52 Hibahte
=y e—r—
ot AT AR B
&3 = R AT R
B S EEHEED
AR HRE E)
Br8h nsiookup ()
FRETIEE) g
IR v
BFEAF
% EHEEL)
HEAH)
1] |
5 EAREAUR SRS 1R - &l @|:
SER TEH EEE
4 2ZELE F I IPAIilt
5. @%ﬁ#@%ﬁZﬁE
2 x|
E e =p e | =ermss | fEsmEeem | &R |
—= gEeETaE | sEPRE | iEBsmET
_[| REFEERAAR T DN 280 IF {irdt - (SR8 o1 LTS iS5 aFEa S
_EERA IF furtikgy DNE 23R - 22 560] L HEESisrERY IF {adk -
b E2E ] e o
ERA IF {irtkiE)
< BATFIIP ko))
IF {arhkiFy:

[ 2001:288:1000:1:c033:18c8:161 5061
[ fe80::c033:18:6:161 5:9fff
1632581652

me | EuA | =mmw | e

6EE BfE BEH
7 AE FHEE
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BEE EMF”
20

{EEEEER | BiHER {siEsE@y | ExE |
1 | mmw QNER | | mEsms |

{T1RE BRhRFERAE (30

T IEReRS R i T A S B
vIETRTEIREl E &R
v B PR S TR R
v REE T LR R

BRI ) | & TtEH (UTFE) 3|
ERENAFEE . R L) [ Active Directory Ar B3% =]
[ FiF BEhERERRFET LR E)

| | =

ERHERER |

mE | mE | [(E=Rw] | ®#\ |

CMD ##EEZ I
1  REZHACL

trator?dnscmd 163.28.16.52 /ResetListenfiddresses 163.28.16.52

C:wUsers\Admninistrator>

2. BFEEZ

18



REEAS: s ETRFL

C:~UserssAdministrator>dnscmd 163_.28.16.5%2 Config ~MoRecursion @

NoRecursion Ei

C:sllsersAdministratord>

19



Windows 2003
15177 DNS 5185

,ﬁ' File gétion View ‘Window Help

1o/
JRETE

e~ |AE|XEFR | @mE|F E &

C
o —

SEAN-98F13F7314
5] Event Viewer

B- a
{1 Reverse Lookup Zones

network services.,

L
(1 Forward Lookup Zones 1 ) Configure a DNS Server

The Domain Mame System {DNS) is a hierarchical naming system used for locating computers and
network services, DNS is best known for translating friendly DNS domain names to IP addresses and

This DMS server has not been configured. Configuration includes creating forward and reverse lookup
zones and specifying root hints and forwarders.

To configure the DNS server, on the Action menu, click Configure a DMS server,

2.7 DNS 1Rz - 7> &E

SEE A"

2, dnsmgmt - [DNS\SEAN-98F13F7314]

,ﬁ‘ File Action View Window Help

=10/
JRETE

= A@EXEFR | @2mE(8E

Sonfigure a DNS Server...

New Zone...

Scavenge Stale Resource Records
Update Server Data Files

Clear Cache
Launch nslookup

®-() Rever  Set Aging/Scavenging for All Zones...

SEAN-98F13F7314

e a DNS Server

Bystem (DNS) is a hierarchical naming system used for locating computers and
DNS is best known For translating friendly DNS domain names to IP addresses and

s not been configured. Configuration includes creating forward and reverse lookup

All Tasks

v

g root hints and forwarders.

View
Mew Window from Here

v

MS server, on the Action menu, click Configure a DNS server.

Delete

Refresh
%P;opert’ws ]

Help

|0pens the properties dialog box for the current selection.




4EE TEH" FEE
S5EERE RS IPLt
6. A FFEAR Z P
Va1
SEE ERA

SEAN-98F13F7314 Properties E ﬂﬁl

Debug Logging I Event Logging l Monitoring
I Forwarders | Advanced | Root Hints

Select the IP addresses that will serve DNS requests, The server can
listen For DNS queries on all IP addresses defined for this computer, or
vou can limit it to selected IP addresses.

Listen on:

Al IP addresses
F Only the Following IP addresses:

|8 8 8 8 Add

Remove I

ok | cancel | (aeew ) |

9EE B EHE
10. W% (FHHEE"
112 EF




SEAMN-98F13F 7314 Properties

Debug Logging
Interfaces I

Server version number;

I Eolj qing
Forwarders | Root Hinks

2%

Manitaring

| 5.2 3790 {Dxece)

[JFail on load if bad zone data
[w|Enable round robin

[w|Enable netmask ordering
[w]Secure cache against pollukion

Mame checking:
Load zone data on startup:

[ Enable automatic scavenging

Scavenging petiod:

[Fultibryte (UTFE) |

IFru:um Active Directory and regiskry j

of stale records
I ] Idaw;.-'s j

Reset to Default |

O | Cancel i F Apply |

22



4.2 Linux DNS

it s DNS EHWARHARERBM - 2 DNS RERFT

B MNIMELEMRE:

° £ BIND jk7K 9.5 Z 5 - recursion B9 L5528 56 B RCHT -
AEBZ W BE TR I TEE B8 T B = H 7 BB IR -
° LR 23 BIND 9462558 18 Name.conf H9Z#2 E

PEZE—ACL » ZEEFE7HI DNS fg#56Y \P Ejd - JEA)
192.168.0.0/16 - a4/ H 77305 B B HE I HTHTE
Acl “allowed-IP{
192.168.0.0/16;

5

I* (#7775 ACL s EHIHEE#7 T recursive query*/
Options {

P rEEE I BRI A = DNS 2

zone "XXX.edu.tw" in {

MEBEZFANRES RIS E:

https://kb.isc.org/category/116/0/10/Software-Prod
ucts/BIND9/Documentation/
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