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1. DNS  

TCP/IP Ǎ Ǎ

 

IP Ǎ Ǎ IP

ǍDNS ǍDNS

Domain Name S erviceǍ

IP Ǎ DNS Ǎ

Ǎ DNS ̙ 

 

 DNS (hierarchy )Ǎ Windows

Ǎ root DNS serversǍ DNS 

server Ǎ Ńroot Ń Ǎ Ǎ :com̘

org̘edu̙ Ǎ Ǎ Ǎ tw(

)̘hk( )̘jp( )Ǎ Internet Ǎ

Ǎ Ǎ google ̘facebook ̘yahooĺ

Ǎ Ǎ Ǎ www̘mail̘ftpĺ Ǎ

dns : 
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www( ).google( ).com( )ǰ

  

2.  DNS amplification attack ( )  

 
Ref: http://nirlog.com/2006/03/28/dns-amplification-attack/ 

 

  DNS

̙ 

 ̧ Step 1 : 

̙ 

 ̧ Step 2 : DNS 

server   

DNS query Ǎ IP

(recursive query) ̙ 

http://nirlog.com/2006/03/28/dns-amplification-attack/
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 ̧ Step 3 : DNS Server domain

 

̙ 

 ̧ Step 4 : DNS

domain  

Ǎ domain ̙ 

 ̧ Step 5 : DNS Server

domain  

̙ 

 ̧ Step 6 : Server domain

DNS  

server ̙ 

 ̧ Step 7 : DNS DNS ̙ 

 ̧ Step 8 : DNS DNS domain

̙ 

 ̧ Step 9 : DNS

domain  

̙ 

Ǎ UDP Ǎ
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Ǎ DNS

Ǎ Ǎ

DNS ̙ 

2013 Spamhaus DDoS

Ǎ 300GbpsǍ DDoS ̙ 

 

 

 ref: http://nsfocusblog.com/tag/dns-amplification-attacks/ 

   

http://nsfocusblog.com/tag/dns-amplification-attacks/


 

7 

 

Ǎ 32byte (

) 3296byte (DNS )Ǎ 100

Ǎ DNS query Ǎ

router Ǎ Ǎ DNS

Ǎ ̙ 
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3.  DNS amplification attack  

 

 

  ASOC IPS DNS

Ǎ Ǎ IPSǍ

Inbound Outbound Ǎ

DNS DNS query Ǎ IPS Ǎ

DDoS Ǎ Ǎ

DNS Ǎ Ǎ

Ǎ Ǎ Ǎ

̙ 
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  Arcsight IPS Ǎ Ǎ

Ǎ ̙

Ǎ Ǎ

Ǎ Ǎ Ǎ DNS

̘ ̘ ̙ Ǎ

Ǎ ̙ 
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  IPS Ǎ

Ǎ Ǎ domain query Ǎ

DNS queryǍ Domain name

Ńsandia.govŃǍ DNS ̙ 
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4.  DNS amplification attack  

4.1  Windows DNS  (ref :http://technet.microsoft.com/zh - tw/library/cc731367.aspx ) 

DNS Ǎ DNS

: 

 ̧  ACLǍ ACL recursive 

query recursive query  

 ACL 

1.  [DNS ]̙ 

2.  DNS ̙ 

 

 ̧ DNS/  DNS  

3.  [ ] Ǎ  [ ]̙ 

4.  [ ] Ǎ  [  IP 

]̙ 

5.  [IP ] Ǎ  DNS  IP 

Ǎ  [ ]̙ 

6. Ǎ  DNS 

 IP ̙ 

 IP Ǎ  [ ]̙ 

 

: 

 

1. ̙ 

2. Ǎ  ENTER Ǜ 

 

dnscmd  <ServerName> /ResetListenAddresses 

[<ListenAddress> ...]  

 

 

 

 

 

http://technet.microsoft.com/zh-tw/library/cc731367.aspx
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recursive query  

1.  [DNS ]̙ 

2.  DNS 

Ǎ  [ ]̙ 

 

DNS/  DNS  

3.  [ ] ̙ 

4.  [ ] Ǎ  [ ] Ǎ

 [ ]̙ 

 

: 

 

1. ̙ 

2. Ǎ  ENTER Ǜ 

 

dnscmd <ServerName> /Config /NoRecursion {1|0}  
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Windows : 

Windows 2012  

1. DNS M anager  

 

2. DNS >  

3.  
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  4. Ń Ń  

  5. IP  

  6.  

 

  7. Ń Ń   

  8.  

  9. Ń Ń 
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  CMD : 

1. ACL 

 

2.  
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  Windows 2008  

  1.  

 



 

17 

 

  2. DNS Ǎ >  

 

3. Ń Ń  

4. IP  

5.  

 
  6. Ń Ń  

  7. Ń Ń 
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  8. Ń Ń 

 

 

CMD : 

1. ACL 

 

2.  
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Windows 2003  

  1. DNS

 
  2. DNS Ǎ >  

3. Ń Ń 

 








