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3. DNS amplification attack
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No. Time ~ Source Destination Protocol Length Info
40 2013-11-09 23:31:17.133235 DNS 85 standard query
43 2013-11-09 23:31:17.150343 DNS 892 standard query

« | m

r @ Sandia.gov: type ANY, class IN }
fATTSWeErs
@ Sandia.gov: type RRSIG, class IN
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type A, class IN, addr 132.175.81.4
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type TXT, class IN
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type DNSKEY, class IN
@ sandia.gov: type DNSKEY, class IN
@ sandia.gov: type DNSKEY, class IN
@ sandia.gov: type DNSKEY, class IN
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type SOA, class IN, mname taurus.sandia.gov
@ sandia.gov: type RRSIG, class IN
@ sandia.gov: type DS, class IN
@ sandia.gov: type DS, class IN
@ sandia.gov: type DS, class IN
@ sandia.gov: type DS, class IN
@ sandia.gov: type NS, class IN, ns ns8.sandia.gov
@ sandia.gov: type NS, class IN, ns ns2.ca.sandia.gov
@ sandia.gov: type NS, class IN, ns ns9.sandia.gov
@ sandia.gov: type NS, class IN, ns nsl.ca.sandia.gov
Sradditionat-—records
IPS A
A A domain query A

N sandia.g o v AN

DNS query A
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Domain name
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DNS amplification attack

4 . 1 Wl n d OwWSs D N S (ref :htip.//technet.microsoft.com/zh __ -tw/library/cc731367.aspx )
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dnscmd <ServerName> /Config /NoRecursion {1|0}
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Windows 2012
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File Action View Help

| &
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Marme

Tonfigure a DNS Server...
B [ Fo MNew Zone...
b [ Re Set Aging/Scavenging for All Zones...
>E T Scavenge Stale Resource Records
» & C )
Update Server Data Files
Clear Cache

Launch nslockup

All Tasks 3
View 3
Delete
Refresh
Export List.
| [ Properties
| Help
Opens the properties dialog box for the current selection.
4. N N
5. P
6.
& DNS Manager =)
File Action View Help
4
Mg | = C Debuglogging | Eventlogging
é DMS Interfaces ] | Forwarders Advanced

4§ WIN-V156F3FG346

b [ Reverse Loockup Zo
B -] Trust Points
p [ Conditional Forwarg

Select the IP addresses that will serve DMS requests, The server can
listen for DMS queries on all IP addresses defined for this computer, or
you can limit it to selected IP addresses.

Listen on:

() All IP addresses

(®) Only the following IP addresses: ]

IP address:

[+] 169.254.108.253

[] 2001:288: 1000: 1: 118F:4261:a 13:6cfd
[] fesn:: 118f:426 1:a13:6cfd
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DNS Manager

File Action View Help
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CMD

WIN-V156F3FG346 Properties _

Debug Logging | Event Logging I Monitoring
Interfaces I Forwarders | Advanced | Root Hints

Server version number:

6.2 9200 (0x23f0)

eSENter options:

[ Fail on load if bad zone data
[w Enable round robin

[v* Enable netmask ordering

v Secure cache against pollution

W Fnahle MNSSFEC validation for remate resnonses e
Name checking: |Mu|tiby'he (UTF&) v |
Load zone data on startup: |From Active Directory and registry v |

["]Enable automatic scavenging of stale records

0 day

Reset to Default

Ok || Cancel %1 Apply I|| Help |

o
%

ACL

Administrator: Windows PowerShell
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ey Administrator: Windows PowerShell

ministrator somd 169.254.108.2 ‘Config /NoRecursion {0}

¢ property NoRecursio
completed succe:
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[ 2001:288:1000:1:c033:18c8:161 5061
[ fe80::c033:18:6:161 5:9fff
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CMD

1. ACL
B ERRENS: &TERTL

trator?dnscmd 163.28.16.52 /ResetListenfiddresses 163.28.16.52

C:wUsers\Admninistrator>
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REEAS: s ETRFL

C:~UserssAdministrator>dnscmd 163_.28.16.5%2 Config ~MoRecursion @

NoRecursion Ei

C:sllsersAdministratord>
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Windows 2003

1. DNS
=lo1x]
2, File Action View Window Help |;|2]_XJ
o OE XED @m 8 06
=

il
5] Event Viewer

L
+-(_] Forward Lookup Zones 1 ) Configure a DNS Server
{1 Reverse Lookup Zones

The Domain Mame System {DNS) is a hierarchical naming system used for locating computers and

network services. DNS is best known for translating friendly DNS domain names to IP addresses and
network services.,

This DMS server has not been configured. Configuration includes creating forward and reverse lookup
zones and specifying root hints and forwarders.

To configure the DNS server, on the Action menu, click Configure a DMS server,

2 DNS A >
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