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Kali Linux Z:4%E1 easy-creds {45 £ open-source #¢Es - 7] £ Kali Linux &gk
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At any time, ctrl+c to cancel and return to the main menu

1figurations

Data Review
Exit
Quit current poisoning session
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T2 (kP AR &R - AR RS rsIiEES /1 [ eth0 | ~ EIrfR
iﬁ,mif’ﬁf@%ﬁé’jﬁﬁﬁﬁmﬁrWlanOJ ~SSID #4F&" WifiForFree ~ #3455 AH#E (1-11) »
e HEER ] - B EEE A monitor enabled interface name % " mon0 |~ tunnel interface
B at0 ~tunnel interface FYAEES 7 Hil-#6/E f 10.0.0.0/24 |72 DNS IP firil- &' 8.8.8.8 |
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be called, example FreseWiFi: WifiForFree

: mon@) : mond

" tunne
> a dh
ge fo
Enter the IP address for the DNS serv
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root@kali: ~

File Edit Wiew Search Terminal Help
[*] Creating a dhcpd.conf to assign addresses to clients that connect to us.

[*] Launching Airbase with your settings.

[*] Configuring tunneled interface.

[*] Setting up iptables to handle traffic seen by the tunneled interface.

Launching Tail
DHCP server starting on tunneled interf
PURNLNG . .y
Launching SSLStrip...
Launching ettercap, poisoning specified hosts.

Configuring IP forwarding...

Launching URLSnarf.,..

AN

BEILSERkR » AIERIEMET T VIR R EEE

root@kali: ~

File Edit View Search Terminal Help

t any time, ctrl+c to cancel and return to the main menu
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File Edit View Go Capture Analyze 5Statistics Telephony
P - .
@@4dN | S[RC|QA &5 3

Wireshark: Capture Interfaces = o L‘
Device  Description P Packets Packets/s

"4 E' ethO 192.168.126.128 405 41
M ¥ wlan0O none 0 0
T ¥ mon0 none 2169 219
M gl ato 10.0.0.1 516 52

& nflog none

¥ monl none 1545 157
™ gl any none 4615 469
7 fllo 127.0.0.1 0

Help | Start | Stop | Options | Close |
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B Ch\Windows\system32\cmd.exe - fip ftp.speed hinetnet |£‘E‘éj

Microsoft Windows [RF:
Copyright <c> 2AA? Microsoft GCorporation. All rights reserved.

C-“UszerzKouitsuhouftp ftp.zpeed.hinet._net

Fj 'Eﬂ ftp.speed.hinet.net °

228 HWelcome to Pure—-FTPd [privsepl [TLS]

220-You are user number 25 of 1608 allowed.

220—-Local time iz now 13:22_ Server port: 21.

220-Thiz is a private system — Mo ancnymous login

228-IPvb connections are also welcome on this server.

2200 You will be disconnected after 2 minutes of inactivity.
{HHEE (Ftp.speed.hinet.net:<{noned>: ftp

331 Uzer ftp OK. Password required

23B;User ftp has group access to: ftp
238 0K. Current restricted directory iz ~
ftp>

f& Kali 11y Wireshark m] & ZIFTA RN RIS EI NS © IRIFEHE2HEEE - —

Bl £ iR

FHHEE o
*ethO [Wireshark 1.10.2 (SVN Rev 51934 from ftrunk-1.10)]

30 Capture Analyze Statistics Telephony Tools Internals Help
= X€ Qe 2F 8 BE el dMEEE B

Expression.,, Clear Save

182.168.126.128 2 FIP 376 Response: 220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------

152.168.126.12 FTRP

152.168.126.128 ) 90 [TCP Retransm sio

B 192.168. 126,128 210.61,132.2 FTP 64 Regquest:| PASS ftp

.61.132.2 68.126.128
2 58.126.128

bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 0
c: Vmware_67:ae:60 (00:0c:29:67:ae:60), Dst: Vmware_ff:c5:d8 (00:50:56:ff:c5:d8)
ol Version 4, Src: 192.168.126.128 (192.168.126.128), Dst: 210.61.132.2 (210.61.132.2)
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5. [ERAREREMSAGEEE (Virtual Private Network » VPN )

o (5 FH 7 o (o0 FH S o A e et v RN e} » PR (ol FH A4 B0 BE T2
BN EERIEE R/ - AIECEA VPN E T EmE % - AIRIER R
Bkl 2 et

255K} http://standards.ieee.org/about/get/802/802.11.html



