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What's wrong with my files?

Ooops, your files have been encrypted!
IDLE (Python
346U1-3 ARG T (A EERE 2
il —EEEXARENERET .
et BBA. B, . BHE., B, TWEXME, eeX ¥, BPHAEUY

mgwe FEEmMET, BETRERTM.

! M—EXHRBEEARELNER . SATEREHSREXHENGE, HK ||
RiE, BERMAGBERS, REZRGHRT BT REMESLIE. 1

Ooops, your important files are encrypted. It means you will not be able to access them anymore u
If you follow our instructions, we guarantee that you can decrypt all your files quickly and safe
Let's start decrypting!

2
Payment will be raised on What do I do?

e I A R RSB S SUHE 9 F 9 2
ity . ERETRENFE, REEARNOBERBTERE. BUARRR, &
iR TR RO RERT.
S RMEE, BT REEIRRAE.
o HEE Decrypt> B, MALRBRE—LXE. BEKL, REETE
onnectfy  Giade VM sl
Hotspot ...  VirtualBox Your files will be lost on ERERELE LR, SEIRUBE
tad 1/B11970 08:00:00 SEMESTUET SHAN, HEREGE, ERTL, HEIHBMEE
; } $RTF
Eille Fightes ettt RIFIEZAARER, AT SXBFAREEIE.
EH, —EEFARMNR, BERERETT.
7, BTERE, HESLERETROBA, SEAHRBRE, HTH -

Send $600 worth of bitcoin to this address:

bitcoin
przreirei [12t9YDPgwueZ9NyNgw519p7AABIS|r6SMw

First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address: 12t9YDPgwueZ9NyMgw519p7AA8isjreSMw

Next, please find an application file named "@WanaDecryptor@.exe". It is the decrypt software.
Run and follow the instructions! (You may need to disable your antivirus for a while.)

How can I trust?
Don't worry about decryption.
We will decrypt your files surely because nobody will trust us if we cheat users.

If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

I

@WanaDe.
length:933 lines: 22 Ln:1 Col:1 Sel:0|0 Dos\Windows

= S mm— e g

Normal text file
-
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® A WannaCry¥ ZRB8 {6 » fegicy B A AL 13p | B 1F ¥ ksven® 2 M 374 0 4B ¥ 9777
Rz 2 M EA G WannaCry U E)
Windows XP KB4012598
Windows Vista SP2 KB4012598
Windows 7 SP1 KB4012212 ~ KB4012215
Windows 8 KB4012598
Windows 8.1 KB4012213 ~ KB4012216
Windows RT &.1 KB4012216
Windows 10 KB4012606
Windows 10 1511k KB4013198
Windows 10 1607k KB4013429
Windows Server 2003 KB4012598
Windows Server 2008 SP2 KB4012598
Windows Server 2008 R2 SP1 KB4012212 ~ KB4012215
Windows Server 2012 KB4012214 ~ KB4012217
Windows Server 2012 R2 KB4012213 ~ KB4012216
Windows Server 2016 KB4013429
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