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[A] 32 = (4-WAY HANDSHAKE

)IT A

E—H(Msgl), APEEE—H#8{ERI= (ANonce) HREFIREE

(STA),

8B (Msg2), STAB:EIANonce, EE4—#APTK (Pairwise Transient
Key) F1B—{E#IRIEME (SNonce) ZHHAP, HiBFAT LA MIC
(Message Integrity Code) RIAGERHE.

FE=2(Msg3), AP« ZE|SNoncet®, thEEH—MHPTK, WIEXZH

GTK#&STA,

FEME (Msgd), STAEREARBPTKIIGTKZ #EIEFE(ACK)FAAP,

STA

ANonce

AP

<

STA constructs
the PTK

SNonce + MIC

GTK + MIC

AP constructs
the PTK

Ack
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ARE, SEXKIAREHE,
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MINZEEHEA, BERAMSQIRIREELRREHEE, APEH
Y5 2| [ FE(Msgd)BIEE, AP S EFH{EEHIMsg3,

B PimERILEIMsg3ER & EF R EME key, M EEnonceF(]
replay counters , TMIXEZ AT LUKEFMEFHZEMERIEFH

Msg3s@ il E&Enonce, MBI EMZRZE BEECIHER
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I Supplicant (victim) | [ Adversary (MitM) I Authenticator

Msg1(r, ANonce) Msg1(r, ANonce)
Msg2(r, SNonce) Msg2(r, SNonce)
& Msg3(r+1; GTK) Msg3(r+1; GTK)
Msgd(r+1)
Install PTK & GTK
@ Enc}l)tk{ Data(...) }
Msg3(r+2; GTK) Msg3(r+2; GTK)

3! Encgtk{ Msgd(r+2) }

Reinstall PTK & GTK
Encfnk{ Msgd(r+2) }
@ Msgd(r+1)
otall T 7'
- - - - - next transmitted frame(s) will reuse nonces - - -
® Enc;‘k{ Data(...) } Enc:)tk{ Data(...) }

Figure 4: Key reinstallation attack against the 4-way hand-
shake, when the supplicant (victim) still accepts plaintext
retransmissions of message 3 if a PTK is installed.
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KRACK DEMO

O 52 EAh:
https://www.youtube.com/watch?v=0Oh4WURZoR98

o #FYMER s A (CVEJRIE):
http://blog. mojonetworks.com/wpa2-vulnerability



https://www.youtube.com/watch?v=Oh4WURZoR98
http://blog.mojonetworks.com/wpa2-vulnerability

CVE+#E i /i

CVE-2017-13077: Reinstallation of the pairwise encryption key (PTK-TK) in
the 4-way handshake.

CVE-2017-13078: Reinstallation of the group key (GTK) in the 4-way
handshake.

CVE-2017-13079: Reinstallation of the integrity group key (IGTK) in the 4-
way handshake.

CVE-2017-13080: Reinstallation of the group key (GTK) in the group key
handshake.

CVE-2017-13081: Reinstallation of the integrity group key (IGTK) in the
group key handshake.

CVE-2017-13082: Accepting a retransmitted Fast BSS Transition (F'T)
Reassociation Request and reinstalling the pairwise encryption key (PTK-TK)
while processing it.

CVE-2017-13084: Reinstallation of the STK key in the PeerKey handshake.

CVE-2017-13086: reinstallation of the Tunneled Direct-Link Setup (TDLS)
PeerKey (TPK) key in the TDLS handshake.

CVE-2017-13087: reinstallation of the group key (GTK) when processing a
Wireless Network Management (WNM) Sleep Mode Response frame.

CVE-2017-13088: reinstallation of the integrity group key (IGTK) when
fprocessing a Wireless Network Management (WNM) Sleep Mode Response
rame.
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KRACK Demo: Critical Key Reinstallation Attack Against Widely-Used WPA2 Wi-Fi Protocol :
https://thehackernews.com/2017/10/wpa2-krack-wifi-hacking.html

Key Reinstallation Attacks: https://www.krackattacks.com/

TS B B R AR
A.  https://github.com/kristate/krackinfo
B. https://www.ithome.com.tw/news/117532

C.  http://[www.kb.cert.org/vuls

Key Reinstallation Att acks: Forcing Nonce Reuse in WPA2 i iHi4E:
https://papers.mathyvanhoef.com/ccs2017.pdf

[ Zaid ) =emEEIAE © mEIWPA28E fNonce: https://www.iread.one/3385707.html
[ Z4#4 ) WPA2 KRACK Attacks 43k https://www.iread.one/3372849.html

Discovering Logical Vulnerabilities in the Wi-Fi Handshake Using Model-Based Testing &
4. https://lirias.kuleuven.be/bitstream/123456789/572634/1/asiaccs2017.pdf
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