(PUA-OTHER Cryptocurrency Miner outbound connection attempt)

PUA-OTHER Cryptocurrency Miner outbound connection
attempt - B EIAE T E & R IEEETIIZHERSES: -

PR
Tep.stream Udpstream  Soume Sreport Destnation Diest poat Protocol Lengith  Info

1-84 02:27:38,765642 5} 140, Er I == 54556 149.28.199.108 443 TCP 263 54556 - 443 [PSH, ACK] Seg=1
A1-84 02:27:43.561690 1 140. 8.2 .84 42089 139.99.9.133 3333 TCP 294 42089 -~ 3333 [PSH, ACK] Seg=l
1-84 02:29:12.427603 2 140 5.0 B W 42095 139.99,9.133 3333 TCP 294 42995 - 3333 [PSH, ACK] Seg~l
1-84 82:31:45.924572 3 140. 0.0 0 .1 42105 139.99.9.133 3333 TCP 294 42185 - 3333 [PSH, ACK] Seg=1
A-84 02:32:55.623974 4 140. 10 & H 42111 139.99.9.133 3333 TCP 294 42111 ~ 3333 [PSH, ACK] Seg=!
A-84 02:34:36.545383 5 149, 0.0 & & 42118 139.99.9.133 3333 TCP 294 42118 - 3333 [PSH, ACK] Seg-]
-84 02:34:41.243801 6 140, i B B 51063 149.28.199.108 443 TCP 263 51863 - 443 [PSH, ACK] Seg=1
A1-84 92:35:58.418537 7 148. % 0 cm 42124 139.99.9.133 3333 TCP 294 42124 ~ 3333 [PSH, ACK] Seq=!
1-84 02:37:33,284895 8 149.% » = am 42131 139.99,9.133 3333 TCP 294 42131 - 3333 [PSH, ACK] Seqg-]
J1-84 82:39:01.,163234 9 149. 5 i m - 42137 139.99.9.133 3333 TCP 294 42137 - 3333 [PSH, ACK] Seg=l
1-84 02:39:56,748733 10 149. % ¢ _— “ 51074 149_.28.199.188 443 TCP 263 51874 ~» 443 [PSH, ACK] Seg=1
1-84 92:49:09.829213 11 140. 0 v = = 42143 139.99.9.133 3333 TCP 294 42143 - 3333 [PSH, ACK] Seq~]
-84 092:41: 15 465291 12 140.m s = = 42148 139.99.9.133 3333 TCP 294 42148 - 3333 [PSH, ACK] Seg=1
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: ]
| M Wireshark - Follow TCP Stream (tcp.stream eg 38) - request_1541987204.pcap - a X

{"id":1,"jsonrpc":“2.0","method": “login",“params”: {"login":"","pass™:"","agent":"/ (Windows NT 6.1; Winb4; x64) libuy/1.23.0 msvc/2017","algo”:["cn","cn/
2","en/1","cn/B", "en/xtl", “cn/msr" , “cn/xao”, "en/rto” ] }}



(PUA-OTHER Cryptocurrency Miner outbound connection attempt)

BT 1& > I LAEEER L IP By coinhive $ZMEFZEZCHY

domian o

Passive DNS Replication ©

Date resolved a.deepsecu.com IP address

2018-11-05 149.28.199.108

Passive DNS Replication ©

OO W p.deepsecu.com 1P acldreics
2018-10-31 172.104.188.159
2018-06-19 163.44.149.205
2018-06-08 118.27.7.221
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AAFEEN AT R > AT DA IREL oCam $kse
EEE?FEE% HAZW & B#CAGBRT.exe °

Analysed 10 processes in total (System Resource Monitor).

L 3 Input Sample (PID: 2348)

L i Input Sample /SL5="$2019E,9399698,243712,C:\3e3d5fe98c6967772378f253c7d1
— 1] oCamTask exe /Uninstall (PID: 3360) @ [} Hash Seen Before
— i iexplore_exe -nohome (PID: 3560) @

L & ]iexplore exe SCODEF:3560 CREDAT:79873 (PID: 2788) %
~ ] oCamTask exe /Run /Register (PID: 2780) | Q) Hash Seen Before |
— njoCam.exe /Run (PID: 3104) ¢ A Hash Seen Before
- &7 BRTWeblnstaller.exe (PID: 2984) & A ] [T Hash Seen Before.

L 1 tmp49CB tmp.exe /SP- /verysilent (PID: 1784) [0 Hash Seen Before

L &9 tmp49CB tmp.tmp ISL5="$3019E.3029603.243712.%TEMP%\tmp49t
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1. AR EHELS AT ohsoft mining Z5(4: » L[N E FyoCam BRTIZIES 4 -
2. i FH &4 ERBRTweblnstaller.exe

3. AR A2 [RBRT Sve » 401 N [E]

il bd Em /= T =ras Ao

2

[E@d7-Zip 16.04 (x64)

Bl Adobe Acrobat Reader DC - Chinese Traditional
B Adobe Flash Player 29 PPAPI

& BRTSvcversion 1.0.0.0

d Dev-C++

& FortiClient

€ Google Chrome



