Adware.Taplikas

AR

MALWARE-CNC Win.Adware.Taplika toolbar download attempt

y Tapllkam—{lx%’Jﬁ’“ A A it LTE%%%%\%%K?HE ?“E%a%

2oL — H 238 P i Search.us.com T ELfE » 3

B R E IR0 S [ 4 T o By Taplika -

y Taplikaﬁféﬁ’éﬁi?%

rEies - il Ee
N ’J;E%HL[TE

i EE:JEEASOCEE

fM E’]?EE'

ici\%i% ( Google > Yahoo ’ Bing ) H

7N

SR o e

) DL FTEri [ A 48 H AR e

By

D Vi

il



Adware. TaplikaZ5 /55 HH

MALWARE-CNC Win.Adware.Taplika toolbar download attempt

 IPSHRAIIATT * FEEENE B “php?context=";
u&statu5=n; u&sesidzn; u&iidzn; ”&Cd=” /:‘/—‘H—,Eg

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"MALWARE-CNC Win.Adware Taplika toolbar download attempt”; flow:to_server,established;

CONLent. pPnp/Ccontest= . Tast_patteri.only, 0 LM, CONCENL: metatls= ; NLCp UF, CONLeNL, msesid=, NP Url; CONtent. alid=, NLCp Url; CONCent. oed=; NtCp U
metadataimpact_flag red, policy balanced-ips drop, policy max-detect-ps drop, policy secunty-1ps drop, service http;

el erioe, U, it scotal.can, en/file/6asb041b65d699dad4echabb2c0a7321e82a81b4aae03f0d7b7382f8d598bc47 1 /analysis/; classtype:trojan-activity; sid:46963; rev:1; )
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GET /p.php?
rontext=landactivity&status=onclient&sesid=458bce92a6a4dbb9de69b2d96097d867&1id=59d9bc7ab345f
b7bfb26245ac61926458&cd=2XzuyEtN2Y1L1QzuBB8CAABEBCYDADYCOABBLCyDyELtBtAzytNODOTZzuBSZzztCEDENIL2X
ZUTBEFtCzztFyBtFtDtNAL1CZutCyEtDtAtDYDIVIT tNIL1G1B1VIN2Y1L10zu2SyBoFOCOF OF tAt( tBtGPDPATDBLGT
CtABFBFtGYETCBEYELGYCBCtALCOFYCBEZZzBCYBtBBB20tNIMIFIB2Z1VIN2Y1L1Qzu25tBBBzyzyyDBABDtDtGZzZBEBA
BCtGyByERELCtGYEyEyCyCtGtBzzOERERCOBYDYCOFzzy(OC20Q&cr=559233275&ir=140305_ a&elng=en&a=ir_14 1
2_ie&f=1&cat=web&ulng=en-US%2Cen%3Bq#%308.98&s1d=8&csr=08&1ipblock=08&1538242358 HTTP/1.1
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SHAGE! Ga9bl41bESdEA9dadacbBEER2cla7 321 eB2a8 1 hA aaelEMd? b7 38218d5980hca71

File name: 120c633782402045c06bd7997 987 c3a7 ¢ virus

Dataction ratio: 42 /B6

Analysis date, 2018-07-03 13:67.32 UTC (1 waek, 2 days ago )

™ Analysis @ Filu dotall O Additional infarmatian ® Commonts @

Antivitus
Ahnlab-V3
Avast

AVG

Avira (no cloud)
AVware

Blkav
CAT-QuickHoal
Comodo
Cybareason
Cyren

Drvwab
Emaigoft
Endgame

ESET-NOD3I2

Result

PUPAMINGZ Dealply. C1414494
Win32: Adware-gen [Adw]
Win32: Adware-gen [Adw]
ADWARE/DealPly, Gan2
InstallCora (fa)

WA2 MfsAdware 97 F3
Fua,Dealply
Applicnwnt Win32 Agent iisst
malicious 78240
WaZ/Application. GTI-7266
Adwara DealPly 260
Application InstallCore (A)

mallclous (high confidence)

O Votes

[l Behavioural infarmation

a variant of Win32/0ealPly. CA potentially unwanted

@0 @O0

Update

20160703
20180703
20180703
20180703
20180703
20180703
20180702
20180703
20180225
20180703
20180703
20180703
20180612

20100703
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https://www.google.com.tw/search?q=AdwCleaner&rlz=1C1SQJL zh-

TWTW785TW786&0q=AdwCleaner&aqs=chrome..69i57.651j0j4&sourceid=ch
rome&ie=UTF-8
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