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« TR A VIZIEEESE - Wb

connecuon -

MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 09:49:42 £
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 09:51:14 £
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 09:57:03 £
connection =
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 10:22:48 £
connection =
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 10:35:10 £
connection =
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 11:09:10 £
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 11:23:21 £
connection b2
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 01:33:40 F
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 01:36:51 T
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 01:37:29
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 01:38:03 T
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 02:2517
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 02:52:27 T
connection =
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 02:59:09
connection &
MALWARE-CNC Win.Trojan.CoinMiner outbound 01/26/2018 03:08:22 T

connection e o
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ALASOCH ITFAENRVET B8 - RIRE ST B EBEZESGE Json” BARNETZ
HE - WhE :

M \Vireshark - Follow TCP Stream (tcp.stream eq 1) - 45548 — O o

{"id":1,"jsonrpc”:"2.8", "method”: "login","params":
{"login":"8a2b97ab30855bad53deb7d30c4798f4d361ealedbaalcbd]15f57cadbffa2lad3™, "pass” : "x", "agent" : "XMRig/2.4.3
(Windows NT 6.1) 1libuv/1.14.1 gcc/7.2.8"}}
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s BRI LIS ZHEABBNUEE - PIZEE XMR)NIZIEEINFFS - HEZRER
FRZEMEIZIRE ARER 5Tl - 20 MAFLL : https://github.com/xmrig/xmrig
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[5 07/25
> File and Disk Utilities .
~ Metworking Utilities By Marl|
Active Directory Explorer
_ o Publishg
Insight for Active Directory
B Db P>
F
)| » ASOC-win7 » AppData » Roaming »
-
sBy [EHEs SRA¥s- B FEE
EEE !
TH Identities
1=K Media Center Programs
=IRHUE Microsoft
Motepad++
1%81E Wireshark
T A winhost
=£

I VVINUUWE L TR S AER

BEREDNHEENSEEEENR  Blo4im=FHENE
HEIEEE

Bl - W HBENHAT

B=r EEHO0 ®BREV
ERES | EREF | B

FHEAH)

SHAE | HEREThEE | (ERE

- ER&..  C. EiE#(. i
CErssexE an 1,984 K
dwmmexe AROC- oo 1236600 K AEREBEEES
explorer.exe ABOC- .. oo 28,032 K Windows TEFEEIE
Frocmon.exe #32 AROC- . ao 2,092 K Process Momtor
Frocmondd exe AR0C-. ao 22208 K Process Momtor
SnippingToolexe ASOC-... oo 10,220 K EEITH
tazkeng exe AZOC- . oo 1Le40 K LEHHESRS (%
taskhost exe AS0C-. M 2,520K  Windows TYERDEHEEIRIZFF
taskomgr exe AR0C- 1 230K Windows TIEEHES
wimtoolad exe AROC-. . an 7006 K Vhware Tools Core Senvice
winhost exe *32 ABOC- .. ao 3148 K Total Commender
winlogon exe an 2,164 K
T iveshark exe AROC- . oo 85,544 K Wireshark
wisphis exe AROC- . oo ZA20K  Microsoft FEEREIEE) AT
(B ETRE A E R EAEERFE) (i3
EEER: 54 CPU FR=: 1% SRS 44%
L0 R el e L =
2017/11/12 £ . ERER 2,526 KB

AZE =
JRE =
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e EREESE (X e . R
o SEEE R 2% #E mRER
.l #5218 : - =
(D THEEs (B SecurityService HTP REX EF1200-8BH7E - £00:0100 BEE
4 :”ﬁ*ﬁﬁ%f%

1B Microsoft

g_,] System

i weD

2 B EHREE
n Windows 525
Y ERER REEDE

=L 4 n
@ TEEHE — =
. B TEEREaRS —& |ERER| BF |BE |RE | EELECEFER)
B ':Ef_g EERUTER  CoERETARRRSRINNE  FESEEEHE  SEF (WS 2%
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EnfE s EH

Yuserprofile%\AppDatalRoamingiwinhost.exe
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» IERIERRVTIEIS - RMAIOJLIRIRB R EEE EERIZRERETRIIZE AR
Hit@EeE - W hE :

M \Wireshark - Follow TCP Stream (tcpstream eq 0) - miner — O >
{"id":1,"jsonrpc™:"2.8", "method”:"login™, "params" :
{"login":"serezhenka_kozlov_1963@mail.ru™,"pass":"x","agent”:"XMRig/2.3.1 (Windows NT 6.1) libuv/
1.13.2-dev msvc/2815"}}
{"id":1,"jsonrpc”:"2.8","result": {"id": "46aal24a-7d09-45b3-b58a-a614e455b986", "job":
{"blob™:"B18184eac9d38572a477+4425Ff8eel1Bf64496386ba21ddfabel72d7e773ed666b923d242f8cdfcOBBBBBIal84a

b@3878bb610d59e8961584676912a4d2c5d9dblefc3858aTa111208d94b911" , "job_id": "gglboaSVEn1ldWafbVIMCApEeE
J4x3a@", "target":"b88dBEGO"}, "status": "OK"}}

{"jsonrpc”:"2.8", "method": "job"™, "params":
{"blob":"010laaeac9d305e29050e9519ef8c241332091d3274566ebB49bBbc fAd39ac8lecfd622be547c00B000328473
841ed82a84f01a3elff3d1283499476a914d7b8939cFIcFBLCS50F461dE3885" , "job_id" : "vDAaQNuEEUXQX0t/
g37EYd9ilkh63a@", "target™: "b88dA6RA" |}

{"jsonrpc”:"2.8", "method”:"job", "params":
{"blob":"@101lcceac9dd3B5aa8969b53c43b36bb39288eBc1946F3fe5B6e3ccdd81631d57293543288ac5160000003a1707
e362d7T28c9b4c83ebB3b3datebd495a73731e3a79591de8bd515985%a38306" , "job_id" : "AFxnKde8mMGhOMFnhvRtErHuS
Jvx3aB","target”: "b88dB6EE"}}
{"id":2,"jsonrpc™:"2.8", "method"”: "submit”, “params”: {"id": "46aal24a-7d89-45h3-b58a-

abl4e455b986" , "job_id" : "AFxnKdeSmMGhOMFnhvRtErHu87vx3a8", "nonce" : "d302083a" , "result”: "6d222e59fcd25
7dff33f9688b9336649e87415bB7Fe72126chI2bed32da20208" 1}

{"id":2,"jsonrpc”:"2.8","error":null, "result":{"status": "0OK"}}

{"jsonrpc”:"2.8", "method"”:"job", "params":
{"blob":"@161aPebc9d30853d187318Ffa2e2325f28F625681a67680a9326143235cF26d245abBc9B8712c8c0BBBBOIac5c9
BeccicfeebBle9666d78652023d819625945c28da2d9d684854d59854bcfBE" , "job_id" : "ESVIKFAcSoyullRtSEB51X]
+g7kmV3aB", "target”: "b88d0BGEA" ]}
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22 engines detected this file

8bf1def5479b39376b3790283380831d288c57dd4fbad8e64abc3a9062eb56bb

86
472.84 KB
2018-01-31 19:22:28 UTC
(22/57 )
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https://downloads.malwarebytes.com/file/mb3/
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