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.  MALWARE-CNC Win.Trojan.Donvibs variant outbound connection attempt

2.  Mining Server
3. MALWARE-CNCWin.Trojan.Quimonk variant outbound connection detected
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MALWARE-CHNC Win.Trojan.Donvibs variant outhound connection attempt 1266
Mining Server 297
MALWARE-CNC Win. Trojan. Quimonk wariant outbound connection detected 229
MALWARE-CNC Andr.Trojan.Congur variant outhound connection detected 172
MALWARE-CHNC Win.Trojan. Agent outbound connection 160
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MALWARE-CNC WIN.TROJAN.QUIMONK VARIANT
OUTBOUND CONNECTION DETECTED

« ASOCE¥IZE BB HETHIT
IR IS M= MAC Address & MD5 E:EE £ api.baizhu.cc (FEIAFIL)

ceZ IS [EAQAQHN
Source Bro port Diestination dat port Frotoeol Length Info
15839 148.112.238.13 53782 123.57.151.113 go TCP 284 [TCP segment of a reassembled PDU]
5878 1408.112.238.13 53782 123.57.151.113 38 HTTP 287 POST /fapi/getlist HTTP/1.1 (application/x-www-form-urlencoded)
M Wireshark - Follow TCP Stream (tcp.stream eq 14) - request_1511750042 = | B

POST /fapi/fgetlist HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (compatible; MSIE 9.0; Windows NT 10.8; WOWe4; Trident/5.8)
Content-Length: 153

Host: api.baizhu.cc

js={"appid":"271","id":1028 |"mac":"74-2F-68-E1-CB-55", "md5" : "795D5B285FEE2AGAGE14A5BBBB7636B0" | "rgn™ ™", "sid": "249926","st":8, "ver":"2.1.08.10825", "zn": 8}




MALWARE-CNC WIN.TROJAN.QUIMONK VARIANT
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- BRIVERFEGETLLY - ZRILTRFEHEE -

M Vireshark - Follow TCP Stream (tcp.stream eq 14) - request 1511750043

POST /fapi/getlist HTTR/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (compatible; MSIE 9.8; Windows NT 18.8; WOW64; Trident/5.8)
Content-Length: 153

Host: api.baizhu.cc

js={"appid":"271","id":1028, "mac":"74-2F-68-E1-CB-55","md5" : "795D5B285FEE2AGAGE1AASBABB7636B0", "rgn™: ™", "sid": "249928" ,"st": 0, "ver":"2.1.08.1025", "zn": 8}

Format Details

Converted POST /apifgetinfo HTTP/11

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW32; Trident/5.0)
Content-Length: 246

Host: apibaizhu.cc

js={"appid""827getlist"{"c1"17inslog™™" proc”:null'reg"null}'id" 1033 mac""0A-00-27-8A-62-6A"'md5""79505B285FEE2AGA6814A5BOBB7636B
0"'msoft™"EN4520_72%4082_451957 exe"rgn™""sid"."451957""st"0'ver""2.1.0.1025"'zn" 65528}
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el

45 engines detected this file °

6f44d8ffd965e37cbalfaa8914eb8fc89186b360aaed21ec5a26c261eb1cabsa

File name %E7%94%B5%E8%84%91%E8%AFADY%EI%9F%B3 % E6%BE AT % ES%88%B6%E4%BB%93%ES%AEYB6|%E7%94%B5%E...
File size 121 MB
F AR sct amalvsic 017-11- 0856 uUT
[‘ 45 / 68 ,:' Last analysis 2017-11-27 08:56:38 UTC
Detection Details Relations Behavior Community o
Ad-Aware Gen:Variant.Application.Zusy.258321 AhnLab-v3 PUP/Win32.Qiwmonk.C2173910
Antiy-AVL RiskWare[Downloader]/Win32.AGeneric Arcabit Trojan.Application.Zusy.D3F117
Avast Win32 -gen [Adw] AVG Win32: re-gen [Adw]
Avira ADWARL monkey.nhrg AVware TrojanWin32.Generic! BT

A
A

BitDefender Gen:Variant.Application.Zusy.258321 CAT-QuickHeal Downloader.Generic
Comodo ApplicUnwnt.UnclassifiedMalware Cybereason malicious.1b8fb7

Cyren W32/ Trojan.DBIU-4242 DrwWeb Adware.Qjwmankey.125
Emsisoft Gen:Variant.Application.Zusy.258321 (B) Endgame malicious (high confidence)

ERES 70 T8I Virustotal BEB L IEE T - CEZHBRERERABRR
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P

Signature Info

Signature Verification "15) VEOHP ENVY 4522 T =] ® |5
Signed file, valid signature AT |
3=
Fle Vers : % HP ENVY 4522 3R] -
ile Version Information ) S
: 132MB EEIITEES
. g [ 37EGKRE
Copyright "._Dpymght-f_l 2017 8469
e o 360?:%J1i e
Product 7 Vi) 1588KB w
Description \SiE4 - 3559 24l : () S60RSiED e’ ﬁ%ﬁiﬁﬁ
¥ kva
Original Name RN . ST V) QuismiEd

i aon o vesEss e :
Internal Name FETESexe Sl () S60XSET 4 QQil=ga

N Eimenns
EaR

File Version 2.1.0.1025 V) QigmiEd YA
Date Sicned 10:55 AM 10/30/2017 U elSSED SFEHPENVYAS 22 THEE—HI2ERT RS ¢ 36,0555 «
2 ! 2015-05-08 8T : =252
s WindowsXP/WindowsVista/Windows7/Windows8/\Windows8.1/Wi |ulv ERANTEEE
30EEDEELH RS, WERNF. BERPIGO_ H.1E % M uEas

Eiit, 3602 D L20ISHESRAD . FIHGH. EEIRE. B
R ERIOINME, FIR6] T ASERME Tk, (RS0 el F=ine

Qi EOLE TR 825 h e AR dS60 A O RIS TSR Al TS @R ahE
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https://downloads.malwarebytes.com/file/mb3/
https://security.symantec.com/nbrt/npe.aspx?&NUCLANG=zh-tw

