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M ‘Wireshark - Follow TCP Stream (tcp.stream eq 0) - request_1534465872. pcap — O >

POST /pcfKegOALE2KWQOL HTTP/1.1

Content-length: 1314

Content-type: application/octet-stream

User-Agent: Dalvik/2.1.8 (Linux; U; Android 6.8; CPH1715 Build/MRAS8K)
Host: hbi-ingest.net

Connection: Keep-Alive

Accept-Encoding: gzip

..... A.t....Co_....V....e@.X..v.V20180816hH. .hillracer. ... ../

BS . e 3 T Wl....fo........ ConXann
(...w...0.F..#D...m..A.ads_status.avatar id.best score.chips.chips added.chips spent.games.gifts claimed
.ha_android id.3854af92eadBdcai.ha_app wversion.

1.1.8.ha_bundle id.com.huuugetaptapgames.hillracer.ha carrier.............. ha_connection_ type.wifi.ha cp
u.armv8l.ha device type.phone.ha gaid.$1e9956cd-25a2-436c-949c-8f5e3bfBealdl.ha_gpu renderer.Mali-

T8608.ha_gpu vendor.ARM.ha gpu version.=0penGL ES5 3.1
vl.r/pB-82reld.abcB939b3058616985647b55b149c24b. ha_install time.ha language.zh.ha manufacturer.0OPP0O.ha m
odel.CPH1715.ha_os_version.
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Soume See part D stimation
88-17 15:12:12.729314 .54.121, 88 149.112.3.62 © Len=0
-@B-17 15:12:12.7235344 149.112.3. 33449 52.54,121.175 IO ( ation/occtet-strean)

TRACK1

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface © {’h) @
Ethernet 11, Src: Elitegro c9:59:56fF (10:78:d2:c9:59:56fF), Dst: Clsco_27:1c:88 (80:26:8a:27
Internet Protocol Version 4, Sre: 148.112.3.62, Dst: 52.54.121.179 HOLD TO LAND
Transmission Control Protocol; Src Port: 33449, Dst Port: 88, Seg: @, len: @ #q

82 26 8a 27 1c B0 1@ 78 d2 <¢9 59 6Ff 88 80 45 08
82 34 86 33 40 0e B0 86 bE 9 8c 7@ 83 3e 34 36
79 b3 82 3% 6@ 5@ cf e8 41 bb 00 8@ 00 00 B0 92
20 90 7c o1 02 00 82 84 ©5 bd 91 83 83 92 21 21
84 82

@ 7 TFreome Gome), 55 byts Packets 76 Disployma: 25 (3429 Pecdile: Defaul
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General Information

Date: 09.04.2018

Duration: Oh 3m 73

Sample URL: http:/hbi-ingest.net/evt
Cookbook: browseurl jbs

lcon: No lcon

Filetype:

Show File Information

Classification

Detection

CLEAN

« Found 1 malicious signature
« Contacts 3 domains/IPs

» Launches 3 processes

= Drops 29 files

Signature Overview

Networking

Malware Analysis 3ystem Evasion

Hooking and other Technigues for Hiding and Frot. ..

Show Signature Information
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