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(1 www.rapid7.com/products/nexpose/compare-downloads.jsp

RAP’DD Solutions Products & Services Partners Resources  About Us Q
Enterprise Consultant Express Community
Edition Edition Edition Edition
Fully Functional 14-Day Trial Free 7-Day Trial Free 7-Day Trial Limiteg Features - No

xpiration

Scalable For Medium to
Large Organizations and
Security Teams

FREE TRIAL

The Enterprise edition
includes:

» Scales to Unlimited IPs
[Trial up to 512 IPs]

» Scans networks, 05, DBs
web applications, and
virtual environments

For IT Security Consulting
Organizations

FREE TRIAL

The Consultant edition
includes:

» Scans up to 1,024 IPs
[Trial up to 256 IPs)

» Scans networks, 05, DBs
web applications and
virtual environments

& 1

For Small Organizations

FREE TRIAL

The Express edition
includes:

» Scansupto 1,024 IPs
[Trial up to 256 IPs|

» Scans networks, 05, DBs,

and web applications

» Deployment option:

Individual Users

FREE TRIAL

The Nexpose Community
edition includes:

» Scans 32 IPs

» Scans networks, 05 and
DBs

» Deployment option:

gofbaara
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NEHBAE A M e 1% - F5EER http://localhost:3780 - i AMREZ A -
W1iE 2 Frs -

€ & C |5 ars192.168.80.130:37800gin html | Q| &
I nexpose \

Log o

User nafe

radmin

Pagsword

........... |

Log on

& 2

TE4EUhRy T 58 BE R BEsE—(E T 52 | [Blr(icon){% - BEEE T Create site | $%#4f >
Y4 EET< F—{1& " Site Configuration ;| FYEAE EHIH -

W oo seomts conie - | N
€« - C  [Xbare/192.168.580.130:2780/Mome. j=p
w nEXpOSQ- [ . ]Assets Vulnerahilities Policies Reports Tickets Administration
Horne i
Risk and Assets Ower Jime iew by sile or assel group [=1
S00k
450k
400k
380K
=
16. May 18 May 20. May 22 May 24, May 26. May 28. May a30.pk
Assets Risk Soore Highest-risk Sie
2 311,499 Iy Site
[was 2 A [was 311,165 a 311,499 (was 311,165)
Sites
Mame hssets Yulnerak
My Site z
hetasploit jectB-1433994108 2
Hi a
p=1c] u)
I Create site I
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1F " Site Configuration | EHf » 55— " GENERAL ;| H#&FTEHEE AL
%1 Name Ei Description ( [& 4 475% 1&3 i ) - 2584 =Z A2 Importance AYE0 57 (&
44555 2) > BEEERFFZEE Nexpose B4 )l JE s A5 73 By ek o 1EAE -

-

€« C' | B brr5:/192.168.80.130:3780/can config. jsp#lscanconfigfabont

nexpose’ # fAssels  Vulnerabilies  Policies  Reports  Tickets  Administration

Assets  Sites  NewSite  Configuration

Site Configuration

@ m| g e )

INFO & SECURITY ASSETS AUTHENTICATION TEMPLATES ENGINES ALERTS SCHEDULE

GENERAL
General

ORGANIZATION
Name o HX1 byRonald

ACCESS
Importanca e Ven Hioh v

Description o JbEAsOC]

Useradded Tags &
CUSTOM TAGS LOCATIONS OWNERS CRITICALITY

Hone Hone None None
ADD TAGS

& 4

"ORGANIZATION ; HEMHESHMER - BN e fy#k L -

WHBXDOSE' # Assets  Vulnerabilities  Policies Reports  Tickets  Administration 8 5

nxadmin ¥
Asoets  Sites Mew Site  Configuration 5| | Saarch [a |
Site Configuration | savesscan || save | cance
@ i & B @
IMFO & SECURITY ASSETS AUTHEMTICATION TEMPLATES EMGIMES ALERTS SCHEDULE
GEMERAL

Organization @

DRGAMIZATION
Organization Mame

ACCESS
URL

Primary Contact
Job Title

E-mail

Telephone
Business Address
City

Country
StatefProvince

Zp
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"ACCESS | H# E#I#IIL site HASAIEHE - A LI EFHURERR DU

g EE It TH -

# Assets Policies  Reports  Tickets  Administration

e 2

w nexpose Vulnerabilties Ixadmin v
Aszets  Sites  NewSite  Confguration 5| | Search Q)
Site Conﬂguranon SAVE& SCAM || SAVE | CAMCEL
O im] e B )
INFD & SECURITY ABSETS AUTHEMTICATION TEMPLATES EMGIMES ALERTS SCHEDULE
GEMERAL
Access @
DRGAMIZATION
Site Access (0 selected) Filter... Q
User Name - Full Mame User Role
David d systern-admin
HK_admin hk admin site-admin
richael michael site-admin
SG_admin 56 site-adrmin

[ 6

" Assets | H %A MEE7r > 40 7 s T Included Assets | A1 T Excluded

Assets ;o 1£ " Included Assets | Fr A AR E E A2 IP bk E&EE] - FE LA AT P

i A\ —(EEEL SR (AT 1P -t m] DUM]F ME AREZRIVIDREME A IP FIIRAE -
"Excluded Assets | ZHISNEE - ATHERRA FRmHHYT IP -

P Nexpose Security Consols = x

€ & C | (& brE/192.168.80.130:3780/scan/contip jsp#tscancontipfasset QR e =
WI‘IBXDOSE- # Assets  Vulnerabilities Policies Reports Tickets Administration a ? nxadmin ¥
Assets  Sites Mew Site Canfiguration 5| | Search =
Site COﬂflguraUOﬂ | sz scam || savE | camMcel
@ = & 2 @
IMFO & SECURITY ASSETS AUTHENTICATION TEMPLATES EMGIMES ALERTS SCHEDULE

Specify azsets by BUENESLGEIEEES Connection @

If you enter & duplicate host name or an IP address within arange that was already entered, it is not included. If you add an IP address that extends an
entered range, it becomes part of that range

IMCLUDE 2 assets w EXCLUDE 0 assels v
2 BRI | R HEE 0 IR | R EE
nter name, address, ar range. | Enter name, address, or rangs.
4
1} 1}

Enter an asset group name: Enter an asset group name
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{£ Authentication FVE &4 > T FESHETAURIRN HE LM E - TR
25 FHUAHRBHECE o AR E BT T DU B SRR — S A - e E A
BT FEIRACHES T THRIRTE - IR IR AERE M *%fg °

W nexpose # Assets  Vulnerabilties  Policies  Reports  Tickets  Administration L nxadmin ¥
Assets Sites e Site Configuration 5| | Search ﬂ
Slte Conﬂguratlon SAVE & SCAM || SAWE = CAMCEL

0] &= = & e @

IMFO & SECURITY ASSETS AUTHEMTICATION TEMPLATES EMGIMES ALERTS SCHEDULE
IMANAGE
AUTHENTICATION add Credentials CANCEL

ADD CREDEMTIALS

Service @ Mirraeaft wWindmwe! Samha (GMPCIFS) v
| General Demain
| Account

User M
| Restrictions serHame

Passwrard
ADD WEB
AUTHENTICATION Canfirm Passward

Test Credentials @ >
CAMCEL

8

"TEMPLATES | H#UE TR BRI - ot e A HE R
LSRR - B | Full audit ) BIH

@nexpose' # Assets Vulnerabilities Paolicies Reports Tickets Administration ] ? nxadmin ¥
Assets  Sites e Site Configuration 5| Search [a |
Site Conﬂguraﬂon SAME&SCAM || SAVE | CAMCEL
@ il & B &)
INFO & SECURITY ASSETS AUTHEMTICATION TEMFPLATES EMGIMES ALERTS SCHEDULE
SELECT SCAM
TEMPLATE Selected Scan Template: Full audit
Scan Templates & | Filter... Q
CREATE SCAM =
TEMPLATE Mame Asset Discov.. ServiceDisc.. Checks  So.. Copy
Ui un amivine e v Y TR
olsa ICMF. TCP Custom TCP Saife 0 L ]
Discovery Scan ICMP, TCR, U... Custorn TCR,.. Disabled ]
Discovery Scan - AQQressive ICMP, TCP, U, Customn TCF, .. Disabled #
@ Erhaustive ICMF, TCP, U, Full TCF, Def. Safe 0 ]
© _FOCC ICHP TCP Custorn TGP Safe .. ]
[ @ Full audit ICMF, TCR, U... Default TCR,... Customn ] ]
= Fullaudit without Web Spider ICMF, TCP, U, Default TCR, Custom (]
@ Full audit without web Spider A1l Ports ICMF, TCP, U, Full TGP, Full .. Custom FS
HIP&A complisnce ICMP, TCP, U, Default TGP, Safe 0 #®
O Internst M7 andit Nigahlar Nefanlt TEP Costam & T

L)
9
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"Enable schedule ; E#/E 7 Nexpose AUIFHEHERE - s HL o o] S e i s
RLAHR BRI - SEHERERSTEE " Save | (EFHBARCE - FHRGEE

"SAVE&SCAN | #EfTfmfi °

gnexpose # Assets  Vulherabilities  Policies Reports  Tickets  Administration L [
Assefs  Bites  Mew Site  Configuration 5| Search a
Site Configuration [savezscan || save | cancel
o = i ) @ E
INFO & SECURITY ABSETS AUTHEMTICATION TEMPLATES EMGIMES ALERTS SCHEDULE
MANAGE
SCHEDULES Set Scan Time @
CREATE SCHEDULE Enable schedule v
BLACKOUTS
[ am '] 1 (2T 408NN Bgiiinn Phann ¥
CREATE BLACKOUT Scan Template Full audit v
Maximum scan duration BWeeks Dgays DHours DMinutes
«# Repeat scan every 1 davs v
Ifa scan reaches the maxim.m restart the scan from the beainning M
duration
CAMCEL

RAPID!

& 10

fRtEBHIGTR 1] DAESE fafi R B RE Bl [ B E B bR

> nexpose # Assets

Thete are ho incormplete assets.

& showing 0to0of0 | {5 Exportto CSY

Vulnerabilities Policies Reports Tickets Administration D = 2 nxzadmin ¥

Assets  Sites  N¥_byRonald  Scans  Full audit %] [Search [a
Scan Progress @ - X

ScanType  Started Assets  Vulnerabilities Elapsed Assets Scanned ScanEngine | >C2"

Manual 201 EIEE _EF1001 27 n 0 3 seconds - Asset discovery is in progress... Local sean B

Active: 0, Pending: 0, Complete: 0 engine
Stop Scan | | Pause scan |
Scan Engines Status - x
. o Engine Scan
Scan Engine Address 3 Port
d . Status

Local scan engine 127.001 40814 In Progress

2 Showing 1to1 of1 | & Exportto CEY Rows per page: |10 v |[[<][1 [of1 []]
Completed Assets @ - X

o . i Scan .
Address 13 Name Operating System Vulnerabilities ~ Scan Status Scan Engine
Duration

Thete are no completed assets.

& showing Oto 0of0 | & Exportto C8Y Rows perpage:[ 10 v [[W[]jo oo ]
Incomplete Assets © N
Address i Name Operating System Vulnerabilties | 0" Scan Status

b Duration

Rows per page: (10 v [0 [ofo [-]H]

'APID
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R sE R T E S TR - DIEIPEERTMEH IP Bl —&%
Windows XP » 55—&HI[EE Ubuntu Linux 8.04 °

gnexpose' M Assets  Vulnerabilities  Policies Reports  Tickets  Administration L B nxadmin ¥
Assets  Sites  MySite || search 2]
Site Scan Summary v x
Defined Assets Active Assets Inactive Assets Yulnerabilities Last Scanned Next Scan
2 2 1} 351 | 20150824 FF11:25:22 2015/6/28 FF1:00:00
Manage site | | Create site report | | View scan history
Trends | Risk and Assets Over Ti » x  Assets by Risk and Vulnerabilities ¢, - X
= 500k 5 = 400
L
2 450k E
8 4 ]
° [
# 400k g § 200
L =
3 -
350k
5 i}
25. May a Jun 22 Jun 50,000 100,000 150,000 2_00,000 260,000 300,030,000
Risk Score
Current Scans v x
There are no scans to display.
Scah Now
Assets v x

wiew details about assets, including those no longer active. To delete an asset, select a row. To delete all displaved assets, selectthe top row and use Select Visible.
Cancel all selections using Clear &Il Learn more.

Total Assets Selected. 0 of 2

[+ Address Name 05 & Vulnerabilities  Risk Last Scan 1%
192.168.80.129 PC-DICETFCTRSYA Microsoft Windows =P o1 10 6419 ;g:sun %
18216880128 METASPLOITABLE Ubuntu Linug 8.04 0 147 341 308,081 ;\'Dids‘m" &

Showing 1to2of2 | & Exportto GSY Rows per page: |10 v W[ o1 ]

PID!

& 12

BEE TR O DI EF H IV E - WEERS - ElaisEcE -
CONTEXT-DRIVEN 738515 » EfkHE Importance 5% & FYEEER T 2KAY -

P nexpose # fssets  Vulnerabilties  Policies  Reports  Tickets  Administration ® 2 2 uadmin v
Assets  Siles 192.168.80.128 | | Search
ADDRESSE 192.168.80.128 08 A Ubuntu Linux 8.04
5
HARODWAR 00:0C:28:85:51-94 CPE cpefo:canonicalubuntu_linuxs 0d=lts
E
ALIASES  METASPLOITABLE LAST Jun 28,2015 5:07:43 AM (19 hours aga)
SCAN
HOST i virtual machine MEXT Jul 6, 2015 5:00:00 AM
TYPE SCAN
SITE Global
RISK SCORE © USER-ADDED TAGS @
ORIBINAL CUSTOM TAGS OWNERS
152611 None None
' " a
Venyihigh(#2)) A
LOCATIDNS CRITICALITY tag
Taipei x Very High %
Scanassetnow | | Create assetreport | | Delete asset
Trends | Risk Over Time -
= 3086k
% 305k \ e
2 e
i
& 304k
303k
1. May 18 May 25 May 1. Jun & Jun 15. Jun 22.Jun 29, Jun
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178 T Vulnerabilities | 7] &5 EHGHTINRIHYRE o £ T Exposures | YLl
o AN EALEAEARY icon o 51 icon BIRURE 52 e g
25 {E icon [ERAAFIRIE AT 4 Metasploit F[H » 55 ={F icon B AREM
Metasploit fgzer o] LUFI A < 5PU(E icon [E IR F T4 55 4 HRE exploit-db -
IRENETLAGE exploit-db FEER FEAHBE RSN T ¢ A O A LFI A o E#F B
Rl 8 R 5 7 icon [E7R -

Vulnerabhilities v x

Wiew details about discovered vulnerabilities. To use one ofthe exception controls on a valnerability, select a row. To use the control with all displayed displayed vulnerabilities,
selectthe top row and use SelectVisible. Cancel all selections using Clear All. @

Emusures[ £ Susceptible to maware attacks [ Metasploit-exploitable @; Waldated with Metasploit ; Exploit published i Walidated with published explait ]
Total Vulnerabilities Selected: 0 of 340

Published

- Title & 9 MBCYSS  Risk P, Maodified On Severity  Instances | Exceptions
rsh' Remote Shell Service Enabled 915 750 Fridan 01 1999 ';V;ngeu L Critical 1| @ Exclude
USN-1258-1: Apache vulnerabiliies P s 511 eactos  FAET3 savere 1@ Excluge
;I"ri:'l-]w;aat;‘\iﬂ:gflcalion Manager Tomcat Tomeat Password @ 0 224 ;ﬂ;;gNwDﬂ ;rUiWF;b13 Critical 1@ Exclude
USHN-1788%-1: PostoreSAL vulnarabiliies @ |85 388 LIDER D0 Critical 1 @ Exclude

2013 2014
USN-1397-1: MySGL vulnerabilities W |85 665 T;S*JJUI = ng;b” Crifical 1] @ Exciuge
USN-097-1: MyaaL vulnerabiliies @ 85 665 TE[JSQJUI 8 ;gf;b ® Critical 1@ Exclude
USN-1199-1: Apache vuinerakility @78 209 T;1”IA”929 ng;bw Critical 1)@ Exclude
USH-1437-1: PHE vulnerability @ 75 633 ;;1h;av11 ;g:b 13 Critical 1@ Exclude
USN-1358-1: PHP vulnerabilities @75 639 ;;Ebm ;'Dif;b” Criical 1@ Excude
USN-951-1: Samiba vulnerabiliy @ 75 612 ;g?;”n i ;’Uif;b” Criical 1@ Exciuge
Showing 1010 0340 | & Export o CSV Rows perpage: [ 1¢ v |[{A][1_ |or34[lH]
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£ " Reports->Create a Report | H#H & E HRELE AL - BEIERFREA
FE R AR ZEAg Al 2 HH R o EOf e sEE T Audit Report | > #83X %y PDF -
F LR Tsites | 1% 0 BEEE T+ [B/R o f& " Select Report Scope | #BEfEAK 4= HYHL
2% sites > P ELEE T Done | BESY » F (& Ht o] LIBEEE T Save & run the report | 2 H 7
%% o

@ nexpose # Assets  Vulnerabilties  Policies lRennns| Tickets  Administration o
Reports L ¥ [Searc:
Create a report View reports Manage report templates

Name |Demo

Reporttime zone | (GMT +0000) Greenwich Mean Time : ’

Template
Search templates Q|
Docume}t Export IAII S

File format
|PDF =J
Scope
+
P | R e el
Frequency

0t run a recurring report [ g |

Configure advanced setty

e repont

Select Report Scope
[ Use only assets found in the last scan

Select 10 report on

Total Selected 2

Vulnerabilitie Risk

Name i X S, 1% Type Last Scan

Metasploit-Projectd-1433934108 | 2 350 311,585  Static 2015/6M11 EF11:49:07
w My Site 2 350 311,595  Static 2015/6/28 FF1:08:29
w  N¥_byRonald 1 10 6,419 Static 20156426 £¥10:05:49

HK 0 o 0.0 Static

56 0 0 0o Static

Cancel
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"View reports | H#& & EEHERRIVEE -

Wnexpose‘ # Assets  Vulnerabilities Policies Reports Tickets Administration ] ? nxadmin ¥
Reporis 5| | Search 2 |
Create a repart View reports Manage report templates
Mew < Ruws1—?c|f?
Report Name Maost Recent Report ™
% Defno 201506528 9:09 P ]
] Metasploit Export ProjectB-1433894108 2018811 11:49 A
% Top Rem 20150608 3:00 Ph
% Top 10 Risk Asset 2015058 319 P
%= e Director Report 20150858 314 P
%= RemPlan 20150558 3:02 P
T Audit My Site 20150508 2:29 Pt
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W ETRIEBE

SRR LB EZEAER LIF - 72758 17 - T Nexpose ; {1 H#
e ftREEmERR -

: Hatne 0s £ 9 vunerabities  Risk Last Scan
192.168.80.120 FL-DACETFOTEENS | Wicosoll windows KF a1 10 6420 Sendun 2832
T ez eee0 20 METASPLOMMABLE Uibunty Linu: 8.04 IR TT 343 306115 Sun May 312

| E'_l!‘ErporI‘::l caY Fows parpaga: 19 v EEI 1 of 1 E

Showing 102

il e akililies

View details aba
selectihe fop

iscovered wulnerabililies. To use one of the exceplion confreds on a wulmerability, selecl & row. To use he conbrol with all displayed dsplayed sulnera
i use Select visiale, Cancel all seleclions using Clearall, G

Exporsuires: tile to rmalware attacks [ Metssplos-exploftatle [ Validstsd with Metssphst 7. Explolt published i Validated with published exph

Tatal Vuinerabilities Selecied:

- _Title
ME08-057

wulnzrability In
Semer Senice
Could Allos @ 10 ad1 Thu Ol 23 2008 FriFeb 132015 Critical 1 @ Exclude
Rermole Code
Exgcuton

A s | CYSS  Risk I Published On Wodified On Sverity | Instances Exceptions

ME08-001

Yulnarabilitisgin

SME Could w
Remiote Cod

Exacusan

(ASHEET)

ME1D-01Z
Wulnerabililie
SMB Serves )
& | e Rorsl y 10 214 Tuz Fab 09 2010 Thu Apr 10 2074 Critical 2 @ Exclude
Code By
(a1463)

10 33 Tua.Jan 13 2008 FriFeb 122015 Critical 2 @ Eclude

Microzolt Vandmes Berver 2002 P2 0R SP1 26, Micrasal Windows Seraes 2003, Standand Edilion SP2 OR SP1 (E26), Micrason Windows Serier 2002, Enlempnisy
ER10R 8P (8E), Microsofl Windows Server 2003, Datacenlar Edilion SP7 OR SP1 [xBE), Microsoft Windaows Serear 20032, Weab Edition P2 08 2P (38), Micrasal
Windows Small Business Serer 2003 572 OR 8P1 (66

ME0E-06T: Securitr Updata for vandawes Sareer 2003 (KE0GHE14)

Dicwmldad and apphy B patch o Bllp Mo miciaso cormdadink! P Linkld=130719

Microsot Vandmys Server 2008 SP1 [ab4), Micresofl Windows Sensar 2002 Enterprisa Edilion SF1 (a6d)y, MicrosoNWindoss Semer 2008 Standard Edmion SF1 (3
Microsot Vandows Server 2008 Datacerer Edition SP1 (a64), Microsof Windows Sener 2003 HPC Edition 5P iab4), Microsof Windows Senar 2003 Yed Ediliod
(a5 4], Micros ol Winddwed Serser 2008 Slorage Ediion SP1 (i384), Microson Wincémys Small Business Sewver 2008 SP1 (aGd), Microl Windows Essarial Bugn,
Server 2008 SP1 (a84)

MS0E06T: Security Lipdate fos Windawes Server 2008 far Banium-based Svslems (KBO53624)

Dorwnload snd apply Bre paich from: Bilp o micosofl comddslink TLINKIA=130719

Microsot Windows Sersar 2008 SP1 (x86), MicrosotVandows Server 2008 Entarprise Edion SP1 [#86), Microsot Windovs Sereer 2008 Stsndard Edition 5F1 (553
Microsot Vandows Servar 2003 Datacarier Edition SP1 (86), Microsol Vindows Server 2008 HPC Ediion SP1 (EE), MicrosoftYindows Sarver 2008 Wab Edition 37
(86, MicrosofWindows Server 2008 Storage Edition SF1 B8, Microsoll Windows Small Business Server 2008 SP1 (43E), MicrozsotWindows Essenlial Business
2006 5P (:3E)

ME0E-06T: Security Updata forWindows Server 2008 (KEISIE44)

Duenload snd apply the paich from: htipTgeomicros ofl.comifsdink! TLINKd=130719

Microsofk VWindmys Vista = B8P 0R SP1 (536_64), Wicrosofl Windows Vista Home, Basic Edition = SP1 OR 5P1 (88_64), Microsof Windows vista Home, Basic N G
SR 0R S (ES_H4), Microsof Wndows Yista Home, Fremivm Ediion = 8F1 OR SP1 [286_E4), Micrasoft Windoes Yista Uitimate Edition = 591 OR SF7 («88_G4
Microsoh Windows Wista Entempise Edibion = SP1 OR SP1 H2E_B4, Microsofl Windows Vists Business Edilien = SP1 0R 5P GE6_EL), Mearosofl Windows Vistz B
M Edilion < SP1 OR SF1 80_64k Microsof Windows Vi=ls Starer Ediion < 371 OR SF1 (:85_54)

MS0E-06T: Security Lpdata for Windowes Wita forxed-hased Svstems (KBISI644)

Diremioad snd apphy the pafch rom: mtipfgo microsofl. comdslink? Linkd=1307149

Microsol Vimdmes Seever 2003 SP2 OF SP1 (a84), Micros ol Windows Seever 2003, Slandard Edilion SP2 OR 5P1 fiafd), Wicrosofl Windows Semnver 2003, Erderpei
Edilicn 5F2 OR 5P1 k), Microsoft Windows Server 2003, Datacenler Edilion SP2 OR §P1 [ja64), Microsof Windows Server 2003, Wb Edilion 5P2 OR 5P1 a6
Microsnt Windmes Small Business Sener 7003 5P OR 8P faie)

MS0E-06T: Security Lipdata for Windawes Sareer 20003 far Banium-based Svslems (KBA53644)

Cu ool cod cpnlo B o cdn i i NPT ALIRPA L]
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ITop 25 Remediations by Risk ] June 28, 2015 13:10:19 GMT
Demo

Will Remediate

Applying ) 37%. ) Affecting

25 Vulnerabilities 2

including:

Top Remediations Assets

o7 published oy available
« 74% exploits 0% malware kits

Remediated 5

Remediations Vulns

Upgrade to the latest version of PHP 69 13 0

Upgrade to the latest version of Oracle MySQL 42 2 0 1 20025
Upgrade libxmi2 for Ubuntu 8.04 LTS 12 1 0 1 11434
Upgrade samba for Ubuntu 8.04 LTS 8 7 0 1 9460
Upgrade php5-cgi for Ubuntu 8.04 LTS 7 33 0 1 8753
Upgrade postgresql-8.3 for Ubuntu 8.04 LTS 10 3 0 1 7756
Upgrade ISC BIND to latest version 10 0 0 1 7531
Upgrade php5-cli for Ubuntu 8.04 LTS ] 28 0 1 7487
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1. Upgrade to the latest version of PHP

Remediation Steps
Download and apply the upgrade from: http://www.php.net/downloads.phj

The latest version of PHP is 5.6.8

hitp:/hwww.php.r php

Affected Assets
Name IP Address Site
METASPLOITABLE 192.168.80.128 My Site

2. Upgrade to the latest version of Oracle MySQL

Remediation Steps

Download and apply the upgrade from: hitp-//dev mysql com/dc m——

hitp:/idev.mysgl.co

Affected Assets

Name IP Address Site

= 19
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Remediation Flan

3. Remediation Plan

3.1. Remediation Plan for 192.168.80.128

3.1.1. For Apache HTTPD 2.2.8
These vulnerabilities can be resolved by performing the following 4 steps. The total estimated time to perform all of these steps is 6
hours 15 minutes.

Upgrade to the latest version of PHP

Estimated time: 2 hours

Download and apply the upgrade from: http:/fwww_php.net/downloads php
The latest version of PHP is 5.6.8

This will address the following 102 issues:

*PHP Multiple Vulnerabilities Fixed in version 5§.2.11 (hitp-php-multiple-vulns-5-2-11)
*PHP Multiple Vulnerabilities Fixed in version §.2.12 (http-php-multiple-vulns-5-2-12)
*PHP Multiple Vulnerabilities Fixed in version 5.2.5 (hitp-php-multiple-vulns-5-2-5)
*PHP Multiple Vulnerabilities Fixed in version 5.2.8 (hitp-php-multiple-vulns-5-2-8)
*PHP Multiple Vulnerabilities Fixed in version 5.2.9 (hitp-php-multiple-vulns-5-2-9)
*PHP Multiple Vulnerabilities Fixed in version 5.3.1 (hitp-php-multiple-vulns-5-3-1)
*PHP Multiple Vulnerabilities Fixed in version 5.3.2 (hitp-php-multiple-vulns-5-3-2)
*PHP Fixed security issues (CVE-2008-2665) (hitp-php-safemode-bypass3)

+2 instances of PHP Vulnerability: CVE-2007-1581 (php-cve-2007-1581)

PHP Vulnerability: CVE-2007-4783 (php-cve-2007-4783)

*PHP Vulnerability: CVE-2007-4825 (php-cve-2007-4825)

*PHP Vulnerability: CVE-2007-4840 (php-cve-2007-4840)

*PHP Vulnerability: CVE-2007-4887 (php-cve-2007-4887)

PHP Wiilnerahilibe: CVE.20N7.48R0 (nhnerue20N7.488G)
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1. &2\ - RAPID7 S5 HH NEXPOSE 48k
http://www.informationsecurity.com.tw/product/product detail.aspx?pid=6145
J:Z[% Elﬁ;ﬂ : 2015-06-29 -
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