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H-Worm EEREA G

% &5 (Worm) By 25 (Virus) ML » B —TERES E BRAEBAYE SR - BEH A
EHYE > beea R T EMTIEEAERA > R R A E R E i aesy B IE I
BT

RHENNEFAKRL EEFIIEZ AN LS - Fai At g8HRsEs T
HANTEZR » BEMRZIERE B HETR S 8 (DDoS)y 75 = » ZEI@EE T
PR AR E - RS B AR A TRCR > B B T IER R - [RE1] -

i H i 25 (H-Worm) & —{E L S AR R EUE I & VBScript 125 < & A
FEARERSA /IO FIRUZ BNV E T E R0 - iRas BT - EERE0IEER
ARSI SR B R ZENE - B H-Worm 2 SHERREL AT B H = B B ks
MM IEMBREZEZE - BT DAFEAE ZEAE IR L AH S RS -

ifl H-Worm 725 —{EFF: - 1E L 4SHRBEAERS (botnets) E U HEHIHY L& E
(B S HkasEm] DUR I B AR S R 1 E AR DUF R R B e 2 R

H-Worm EEEE

H-Worm [ T 0] DT RS EELAY 242 dn < EL RS - T E 0 m] s - 48
FREERS(Bot)LHAE » FRAIIE 24 IEHIRE 2 B T e - 7YY Bot JEEHE ST E
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1. H-Worm /T4 S8 E RN S TR 2 T YIRS
® /is-sending ® /is-cmd-shell
® Jis-recving ® Jis-ready
® /is-enum-driver ®  \x3c\x7c\x3eplus\x3c\x7c\x3e
® /is-enum-process ®  \x3c\x7c\x3eunderworld final\x3c\x7c\x3e
2. EHENANET DIEZRZ R 5% # HTTP J5([a%iE C&C Server
(Command and Control Server)[=]= :
P = . ]

Stream Content

R GEpsadd T/

ﬁngpig;gggligggsSSEIZT:»ALLE PC<|>alle<|>Microsoft windows 7 .........c000..- <)

E:”E'&D‘j"mgm

232%; S ‘C&EiSernvery Address

Cconnection: Keep A-| ive

Cache-control: no-cache

Entire conversation (322 bytes) El

[ End || saveas |[ Pprint |© asco © EBCDIC ©) Hex Dump ) C Arrays @ Raw

[ Filter Qut This Stream ] [ Close J

1 ZEFEHE 57 E F 1 HTTP 5 =([A] lovesyr.sytes.net:8844 #:1{7[o|%

V Rule : alert udp $HOME_NET any -> any 53 (msg: BLACKL

[L1]

flow:to_server: byte_test:1,18,04F8,2; content:" |07 llovesyr|05]sytes|03net

00

alware(domain Iovesyr.s:ytes.net} Win.Worm Dunhihi";
'} fast_pattern:only; metadata:impact flag red, policy

balanced-ips drop, palicy security-ips drap, ruleset community, Service dns;

reference:url www.virustotal.com/=n/file)c3cdabddccf24da96abe0bd045219a89c86662bad9201913¢531 7f6e3 7841 d9/ analysis/:

Classtype:trojan-activity; sid:28539; rev:1; )

2 [It snort rule Fy (e IR H-worm 1 - [a)5E % & domain &3



H-Worm ER 2=\ Al RE SRR E S

Ry 7 R L BB EAG & B C&C Server [EIAY A H » WAEIEE R
Windows 7 Professmnal 64 fiztHY VM EEEE NHETEON - 18 3 thu] LIS > 2
Juy F 1% Client ID ~ Computer Name ~ User Name Kz Operation System FHEHZHE.

B IR RN - (EE 3~ B 4 ] DI BB F R 1A DU A R
[y process list ThgEFaHs 5 (refresh) 52 B FARRY TARE R -t n] DABERF= (- (exit
process) IEAEE THY TAFIZFF -

® h-worm controler ( plus version ) =S
file about

- dientid | - computer name | - user name | - operation system

E . g - ASOC-BACKUP MICROSOFT WINDOWS 7RE 22

VIMER 5

« I 4
- clients connected = 1]

3 ZE A

— - file manager - process list - password graber - cmd shell
PIOcess name | pracess id | process path
(=T H-warm. exe 3956 C:A\UzershAS0C-backupiDesktoptH-WormiH- W oim.exe
(= miPrSE. exe 1952
== mspaint. sxe 3064 C:\windowshsystem32imspaint. exe
[ svehost.exne 1948
(5 SearchProtocolHost. exe 1928
3128

R

C:%Program Files (=B6\Googlet\Chrome A pplicationtchrame....
C:\Program Files (=B6\GooglehChrome Applicationschrame....

- exit process

4 F T EiREARA process list HHEVIZfF

TELAT I 5 B 6 MR B 83 ] DU RSB 27 [ EARAVRERR - 3 o) M e R
] DL AR SRR IR 2 - AR E I LB NEE(TER > tn] DU
ELREMER EC EERAVE R E R LUESIIE Z HiY -



- file manager

|:|:: : | TIXED o

narme size type attrib

. $Recycle Bin TEIE R 22
| Boot TEFEFIT 22
. Documents and Settings WREEFE 1046
. Downloads fHEFHR 16
. Perflogs TEFEF

Prograr

BRI

BRI 18
TER AR 2
TEFEFT 22 -

5 fEFEERAVEH

| —— =
() - file manager - processlist - password graber -emdshell
|le: 1 FrxED
| name | zize twpe
. RawdskCaompatibility FEEEETF S

Whdware Tools FEFE B F S

FERWE | YR - Worm °| o F = -
s z#® - | mazE5m

=.f"'} L. downloader 2014,/8/25 5= 05:58
SRR [ 49168 bt 2014s8/22 =5 01:32
-_'I |J geoip.dat 2014/8/25 5 10:06
E H-VWoarmoexe 2013,/7/19 T2 10:37
== Must Run Before Open H-\Worm.owvbs 2013/7,/22 5 10:52
F]|samplevbs 2014,/8/25 5= 10:06

< I ———

s |
(=E-E=—Eilapk | =1 files

6 LB TEER

BT _EIEYE S5 S P LAZSIRERE S RSEEEE 24N 0 EEEAES
7 cmd shell B 755X - AJLABA{TIEFZHY Command $5< @ Ei5 0 & T HHER
4 (shutdown -s)k & ¥ i f#(shutdown -r)Z -

|netstal -n |
2 2 2IRIFE ? -3 E 222 -
TCP ESTABLISHED -
TCP ] TIME WATT
TCP TIME WAIT
TCP TIME WAIT
TCP ' TIME WAIT
TCP TIME WAIT
TCP TIME WAIT
TCP TIME WAIT
TCP TIME WAIT
TCP ' TIME WAIT
TCP TIME WATT -
4 »

& 7 $hfTiEFERY Command $54
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% H-Worm HY[5 3Rk i (PRI & - B s B s Aa b s B i

ek R R kR H-Worm BEFER
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WBS/Downloader Agent
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